MICROCHIP Soteria-G1

Secure Boot and Hardware Root of Trust for a General
Purpose Application Processor Using the CEC1702

Introduction

Soteria-G1 is a firmware design executed on the CEC1702 device. It can be used in conjunction with any application
processor (AP) that boots out of an external SPI flash device to extend the Root of Trust and enforce a secure boot
process in the system.

Soteria-G1 uses the CEC1702 immutable secure bootloader, implemented in ROM, as the system Root-of-Trust (RoT).
The CEC1702 secure bootloader loads, decrypts and authenticates the embedded controller firmware (EC_FW) from
the external SPI Flash. The validated EC_FW that runs on the CEC1702 is designed to subsequently authenticate the
application processor firmware (AP_FW) located in the same SPI Flash component and up to three additional SPI Flash
components.

Soteria-G1 prevents the system from booting unless the AP_FW stored in the external SPI Flash is authentic code
signed by the OEM. It offers security features to authenticate the SPI Flash image in the external SPI flash device.

The validated AP_FW that runs on the application processor can utilize crypto resources in the CEC1702 to authenti-
cate other code in the system, thereby extending the Chain-of-Trust (CoT) to ensure that all code running in the system
is authorized.

Soteria-G1 also supports secure firmware updates. EC_FW can authenticate updates to both AP_FW and EC_FW in
the system.

FIGURE 1: HIGH-LEVEL BLOCK DIAGRAM

System Host Interface

Il

Application Isolation
Processor 4— Llogic
(AP) (optional)

4 FLASH_ISO
e ekttt T e e e e ————

Communication
AP_RESET# Interface
(optional)

h 4

Quad SPl—> SPI Flash

% Embedded
Controller
(EC)

A

—RESET_IN#—p

Note: EC and SPI Flash must be on same power supply The AP may be on the EC power supply or it may power on after EC

© 2019 Microchip Technology Inc. DS00003287A-page 1



Soteria-G1

Features

CEC1702 Hardware and Boot ROM Features

Features Soteria-G1
Immutable Trusted Boot ROM (i.e., Trust Anchor) Yes
Hardware Security Accelerators support AES-256, SHA-256, ECDSA Yes
Quad SPI Flash Interface Yes
Dedicated SPI Flash Access while AP_RESET# is low Yes
Secure Bootloader Authenticates EC Firmware loaded by Boot ROM Yes
AES-256 Encrypted EC Firmware Yes
Read/Write Protected Secure Memory Locations Yes
Customer usable one-time programmable (OTP) for storing configuration or encrypted secrets Yes
12C Host Interface Yes
GPIOs for Side-band communication Yes
EC_FW Authentication Key Stored in OTP Yes
84-Ball WFBGA RoHS Compliant Package, 7mm x 7mm Footprint Yes

Soteria-G1 Firmware (EC_FW) Features

Features Soteria-G1

Secure Boot Features

CEC1702 immutable Boot ROM decrypts and authenticates EC firmware (EC_FW) image while appli- |Yes
cation processor (AP) in reset

EC_FW authenticates up to 4application firmware (AP_FW) images while AP in reset Yes
EC_FW authenticates up to 4 golden images while AP in reset Yes
EC_FW validates AP_FW Public Key Storage used for authenticating AP_FW images Yes

EC_FW authenticates and parses the application configuration table to customize secure boot solution | Yes

EC_FW releases AP from reset when AP_FW images are authenticated Yes

AP_FW Public Key Storage

Validated via SHA-256 hash stored in EC OTP Yes
Contains DSA public keys used for authenticating AP_FW images Yes
Number of keys stored in Key Storage 1-4

AP_FW Public Key Types

RSA PKCS#1, v1.5 with 2k key Yes

ECDSA P-256; SHA-256 Yes

Application Processor Options

Supports one Application processor (APO) or two Application Processors (AP0 and AP1) Yes
Supports up to two SPI flash components per Application Processor Yes
SPI flash Isolation (APx_FLASH_ISO) Yes
Supports AP0 SPI Flash mux select signal (APO_FLASH_SEL) Optional
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Features Soteria-G1

Application Configuration (AP_CFG)

Authenticated using a public key stored in OTP Yes
Provides system configuration (reset detection, boot types supported and 12C Commands supported) | Yes
Provides location of AP_FW Public Key Storage Yes
Provides location of AP_FW Image Map Yes

Reset Generation

EXTRST# Optional
APQ_RESET# Yes
AP1_RESET# Optional

Reset Detection

ASYNC_RST_DET# - system reset event Optional
EXTRST_IN# - APO reset event Optional
APO_RESET_DET# - AP0 WDT event Optional
WDTRST1 - APO WDT event Optional
WDTRST2 - APO WDT event Optional
APO_HBLED# - APO heartbeat Optional
AP1 RESET_IN# - AP1 reset event Optional

Boot Types Supported

Primary/Fallback Boot Images Yes
Primary/Golden Boot Images Yes
SPI Flash Components Enabled for Boot: Yes

¢ All authenticated components
¢ One authenticated component (either primary or fall-back)
* One authenticated component (primary only)

Runtime SPI Flash Access (AP not in Reset)
APO SPI Flash Access Permitted Optional

AP1 SPI Flash Access Permitted Optional

SPI Flash Capabilities

Normal and Fast SPI Flash Read Yes
Dual SPI Flash Read Yes
Quad SPI Flash Read Yes
4 KB Sector Erase Yes
Page Program Yes
SPI Flash Release Power-down / Device ID command Yes
SPI Flash Enable Reset and Reset Device Yes
4-byte Addressing Mode Yes
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Features Soteria-G1

Host 12C Interface

12C02_ADDR - slave address strap pin Yes
Host 12C Commands

Status Commands (e.g.,Authentication Status) Yes

Release Flash Isolation Optional
FLASH_SEL Toggle Optional
Set Flash Default Optional
Masked Copy Optional
Update EC_FW and Reboot (uses Staged and Restore images) Optional
Restore AP_FW Image (uses Golden Image) Optional
LED Control Optional

In-System SPI Flash Updates

Supports TAGO/TAG1 EC Firmware Image Updates using 12C Command or direct SPI access by AP Yes

Supports AP_CFG Table Updates using I2C Command or direct SPI access by AP Yes

Supports AP Firmware updates using direct SPI access by AP Yes

Supports AP Firmware Recovery (i.e. Golden Image) using 12C Command or direct SPI access by AP | Yes

LED Status
CEC1702 Activity LED (EC_STS#) Optional
APO Secure Boot Status (LEDO) Optional
AP1 Secure Boot Status (LED1) Optional

FATAL_ERROR Recovery

Remote SPI Flash Recovery (FATAL_ERROR# & REMOTE_ACCESS pins) Yes
Test Modes
TEST pin (TEST_BYPASS) to bypass Authentication for development (Engineering samples only) Yes
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1.0 OVERVIEW

According to leaders in the industry, the pre-boot firmware environment has come under attack via rootkits and bootkits.
These types of attacks are insidious and not detectable by higher level operating systems (OS) or anti-virus software.
These attacks can be launched either remotely, by exploiting software bugs and/or software accessible hardware ports,
or locally via open hardware ports (i.e., debug ports). Secure boot is a security standard developed to prevent against
attacks to the pre-boot firmware environment.

Soteria-G1 provides a complete hardware/software solution for supporting secure boot in the Pre-OS environment that
is applicable for a variety of applications (e.g., computing platforms, server, embedded, industrial, automotive, telecom-
munications, etc.). It provides a method of adding secure boot to system designs that are equipped with an application
processor that loads and executes code stored in an external SPI Flash device. Secure Boot ensures the firmware boot
code is valid, authentic code signed by the original equipment manufacturer (OEM).

Secure boot refers to a methodology that requires all system firmware to be authenticated before it is executed. Each
firmware image must be signed using a known, trusted Digital Signature Algorithm (DSA). The firmware image that
authenticates the system firmware signature must either be firmware from an immutable root-of-trust or firmware that
has been deemed trusted by the root-of-trust. Once a component is trusted, it can then authenticate the next level firm-
ware in the system.

The Embedded Controller (EC), when used in PC, server, and embedded applications, is designed to authenticate the
system BIOS stored in system flash. The EC hardware includes an embedded ARM M4 processor, Boot ROM, Quad
SPI Controller, optional 12C host interface, and security acceleration hardware. The hardware accelerators include a
TRNG and support for SHA-256, AES-256, RSA, CBC, and ECDSA security features.

Following a power-on-reset (POR) or chip reset the application processor (AP) is held in reset, while the EC executes
the Boot ROM firmware. EC Boot ROM firmware, which is used as the root-of-trust or trust anchor in the system, is
immutable trusted code implemented in a mask ROM. The Boot ROM secure bootloader acts as a first-stage bootloader
(FSBL), which loads, authenticates, and optionally decrypts the EC firmware (EC_FW) stored in SPI Flash. The EC Boot
ROM uses elliptic curve signatures (ECDSA) for authenticating the EC_FW stored on SPI Flash.

The EC_FW is used to authenticate the application firmware (AP_FW) stored in SPI Flash. The EC_FW may use either
RSA or ECC digital signature algorithms (DSA) for authenticating the AP_FW images. The EC_FW holds the application
processor in reset until it validates the firmware integrity of the AP_FW images and validates that they have been signed
by the Original Equipment Manufacturer (OEM). Once the EC_FW validates the AP_FW's integrity and authenticity, the
EC_FW releases the reset to the application processor (AP).

The AP_FW is custom application specific firmware that ultimately configures and boots the system and loads the run-
time OS. The AP_FW, implemented by the system designer, is trusted because it is authenticated by the EC_FW, which
was authenticated by the Boot ROM secure bootloader. This process of authenticating each image before it is executed
is known as a Chain-of-Trust (CoT).

By design, the Soteria-G1 EC_FW can be either a simple black-box secure boot solution or a customizable EC that pro-
vides secure boot, extended security features, and runtime secure commands via a host interface. The EC_FW can be
customized to support industry standards like key generation, key wrapping, and DICE+RIOT standards. The EC_FW
can support encrypting and storing data on SPI Flash. It can be customized to utilize SPI Flash RPMC feature to prevent
against replay attacks.

1.1 References
1. CEC1702 Data Sheet

1.2 System Diagrams

Soteria-G1 supports a number of different system designs.

The following application block diagrams are for illustration purposes only. Specific applications may have additional sig-
nals depending on the feature set supported.
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FIGURE 1-1: BLOCK DIAGRAM OF ONE AP WITH ONE SPI COMPONENT
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121 HIGH-LEVEL BOOT SEQUENCE

In Figure 1-1, "Block Diagram of One AP with One SPI Component", the CEC1702 and the application processor (AP)
share access to one flash component. On power-on, the CEC1702 will hold the AP in reset and isolate it from the flash.

The CEC1702 then loads, decrypts and authenticates the EC_FW that runs on the CEC1702 from the flash device. This
EC_FW will then authenticate at least one AP_FW image (e.g., Uboot code) in the flash device, before allowing the AP
to access the flash and releasing reset to the AP.

If the AP_FW image in the flash component is corrupted, there is an option for the EC_FW to copy a golden image from
one location in the flash to the proper location flash component and then once that image is validated, allow the AP to
boot from the authentic image.

In Figure 1-2, "Block Diagram of One AP with Two SPI Components”, the CEC1702 and the application processor (AP)
share access to two flash components. On power-on, the CEC1702 will hold the AP in reset and isolate it from both of
the flash components. The EC_FW will then authenticate AP_FW images in both flash components.

If the images in both flash components are validated, then the CEC1702 may allow the AP to boot out of either flash
component by allowing AP access to both flash components and releasing reset to the AP. Another option is that the
CEC1702 can steer the AP to boot out of one flash component or the other by keeping one component isolated.

If only one of the flash components contain images that pass authentication, then CEC1702 will allow the AP to boot
out of the flash component containing authentic images and block access to the flash component with corrupted images.
Alternatively, the EC_FW can copy an authenticated image from one component to the other to recover a corrupted
image and then allow the AP to boot out of either component.

If both components contain corrupted images, there is an option for the EC_FW to copy a golden image to the proper
location in one of the flash components and then once that image is validated, allow the AP to boot from the flash com-
ponent containing the authentic image.

Figure 1-3, "Block Diagram of Two APs with Two SPI Components” shows support for a second application processor
in a system and four SPI flash components.
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FIGURE 1-3: BLOCK DIAGRAM OF TWO APS WITH TWO SPI COMPONENTS
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Figure 1-4, "Block Diagram of One AP with Two SPI Components (Detailed)" shows more details of an application of

the device.

The optional block can monitor signals to determine authentication status as follows:

TABLE 1-1:

AUTHENTICATION STATUS BASED ON SIGNALS

Status

FATAL_ERROR#

EXTRST#

APO_FLASH_ISO0

APO_FLASH_ISO1

Fatal error: critical state that pre-
vents the system from booting
(i.e., no flash devices contain
authentic images)

0

0

1

1

Authentication not complete

Authentication complete, both
flash devices contain authentic
images

Authentication complete, flash 0
contains authentic images, flash 1
image(s) failed authentication

Authentication complete, flash 1
contains authentic images, flash 0
image(s) failed authentication
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FIGURE 1-4: BLOCK DIAGRAM OF ONE AP WITH TWO SPI COMPONENTS (DETAILED)
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2.0 PIN REQUIREMENTS
This product utilizes the CEC1702 in the 84 pin WFBGA package. See CEC1702 data sheet for the pinout information.

2.1 PINOUT OVERVIEW

211 PIN MAP

The Power column:

« All power supplies are connected to the same 3.3V power source.

Pin Function(s) Naming Convention:
« The ‘# character appended to the end of the name indicates active-low signal

TABLE 2-1: SOTERIA-G1 PIN MAP

CEC1702 Pin Name Power Oth>ii(r)]ns Soteria-G1 Pin Function(s)
BGPOO VBAT NC No Connect
GPIO001/PWM4 VTR2 OPT |EXTRST_IN#
GPIO002/PWM5 VTR2 OPT |APO_FLASH_ISO1 (Note 3)
GPIO003/12C00_DATA/SPI0_CS# VTR1 OPT |ASYNC_RST DET#
GP10004/12C00_CLK/SPI0_MOSI VTR1 REQ |APO_FLASH_ISOO (Note 3)
GPI0007/12C03_DATA VIRL | REQ |FATAL_ERROR#
GPI10010/12C03_CLK VTR1 OoPT |12C02_ALERTO#
GPI0012/12C07_DATA/TOUT3 VTR2 OPT |EXTRST# (Note 7)
GPI0O013/I12C07_CLK/TOUT2 VTR2 oPT |WDTRST2/APO_RESET_DET#
GPIO016/GPTP-IN7/QSPI0_IO3/ICT3 VTR2 OPT | QSPIO_IO3 (Note 4, Note 8)
GPIO017/GPTP-IN5/KSIO VTR2 OPT |QSPIO_CS1#
GPIO020/KSI1 VTR2 OPT |Connectto ground (Note 1)
GPIO021/KSI2 VTR2 OoPT |Connectto ground (Note 1)
GPIO026/TIN1/KSI3 VTR2 Connect to ground (Note 1)
GPIO027/TIN2/KSI4 VTR2 OPT |APO_FLASH_SEL
GPIO030/TIN3/KSI5 VTR2 OPT |12C02_ADDR (strap option)
GPIO031/GPTP-OUT1/KSI6 VTR2 OPT |AP1_FLASH_ISOO (Note 3)
GPIO032/GPTP-OUTO/KSI7 VTR2 | OPT |AP1_FLASH_ISO1 (Note 3)
GPIO034/RC_ID1/SPI0_CLK VTR1 Connect to ground (Note 1)
GPIO036/RC_ID2/SPI0O_MISO VTR1 Connect to ground (Note 1)
GPIO040/GPTP-OUT2/KSO00 VTR2 Connect to ground (Note 1)
GPIO045/KS0O01 VTR1 Connect to ground (Note 1)
GPIO046/BCM1_DAT/KSO02 VTR1 Connect to ground (Note 1)
GPIO047/BCM1_CLK/KSO03 VTR1 OPT |APO_RESET DET#
GPIO050/FAN_TACHO/GTACHO VTR1 Connect to ground (Note 1)
GPIO051/FAN_TACH1/GTACH1 VIRL | REQ |APO_RESET# (Note 6)
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TABLE 2-1: SOTERIA-G1 PIN MAP (CONTINUED)

CEC1702 Pin Name Power Op?iicr)]ns Soteria-G1 Pin Function(s)
GPI0053/PWMO/GPWMO VTR2 OPT |EC_STS#
GPI10054/PWM1/GPWM1 VTR2 OPT |AP1_RESET# (Note 6)
GPIO055/PWM2/QSPI0_CS# VTR2 REQ |QSPIO_CS0# (Note 4)
GPI10056/PWM3/QSPI0_CLK VTR2 REQ |QSPIO_CLK
GPIO104/UARTO_TX VTRL | OPT |UARTO_TX
GPIO105/UARTO_RX VTR1 OPT |UARTO_RX
GPI0107/KSO04 VTR2 oPT |Connectto ground (Note 1)
GPI10112/KSO05 VTR2 OPT |Connectto ground (Note 1)
GPIO113/KS006 VTR2 OPT |AP1_RESET_IN#
GPI10120/KSO7 VTR2 | oPT |QSPI1_CSi# (Note 5)
GPI0121/QSPI1_IO0/KSO8 VTR1L | OPT |QSPI1_IOO0 (Note 5)
GPI0122/QSPI1_I01/KSO09 VTR1 OPT |QSPI1_IO1 (Note 5)
GPI0124/QSPI1_CSO0#/KSO11 VTR1 oPT |QSPI1_CS0# (Note 5)
GPIO125/GPTP-OUT5/QSPI1_CLK/KSO12 VTR1 OPT |QSPI1_CLK (Note 5)
GPIO127/UARTO_CTS VTR1 OPT |WDTRST1
GPI0134/PWM10/UART1_RTS# VTR1 | opPT |TEST_BYPASS
GPIO135/UART1_CTS VTR1 Connect to ground (Note 1)
GPIO140/ICT5 VTR2 OPT |APO_HBLED#
GPI10145/12C09_DATA/JTAG_TDI VTR1 OPT |JTAG TDI (Note 8)
GPI10146/12C09_CLK/JTAG_TDO VTR1 OPT |JTAG TDO (Note 8)
GPl0147/12C08_DATA/JTAG_CLK VTR1 REQ |JTAG CLK (SWD Debug)
GP10150/12C08_CLK/JTAG_TMS VTR1 REQ |JTAG TMS (SWD Debug)
GPI0154/12C02_DATA VTR1L | OPT [l2C02 Data (Note 8)
GPI0155/12C02_CLK VTR1 OPT |12C02 Clock (Note 8)
GPIO156/LEDO VTR1 OPT |LEDO
GPIO157/LED1 VTR1 OPT |LED1
GPIO162/VCI_IN1# VBAT Connect to ground (Note 1)
GPIO163/VCI_INO# VBAT Connect to ground (Note 1)
GPI0165/32KHZ_IN/CTOUTO VTR1 Connect to ground (Note 1)
GPIO170/MSCLK/UART1_TX VTR1 Connect to ground (Note 1)
GPIO171/MSDATA/UART1_RX(JTAG_STRAP) | VvTR1 REQ | Connect directly to ground. No external pulls.
GPI0O200/ADCO00 VTR1 OPT | XNOR test output. Pull to ground.
GPI0O201/ADCO1 VTR1 OPT |APO_RESET_DET#
GPI0202/ADCO2 VTR1 Connect to ground (Note 1)
GPI0O203/ADCO03 VTR1 Connect to ground (Note 1)
GPI0204/ADCO04 VTR1 Connect to ground (Note 1)

© 2019 Microchip Technology Inc.
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TABLE 2-1: SOTERIA-G1 PIN MAP (CONTINUED)

CEC1702 Pin Name Power Op?iicr)]ns Soteria-G1 Pin Function(s)
GPI10223/QSPI0_I00 VTR2 REQ |QSPIO_IOO (Note 4)
GPI10224/QSPI0_IO1 VTR2 REQ |QSPIO_IO1 (Note 4)
GPIO225/UARTO_RTS VTR1 REQ |REMOTE_ACCESS
GPI0227/QSPI0_IO2 VTR2 | OPT |QSPIO_IO2 (Note 4, Note 8)
JTAG_RST# VTR1 REQ [JTAG (SWD Debug)

RESETI# VTR1 REQ |EC_RESET# (Note 2)
VCI_OUT VBAT NC No Connect
VBAT 3.3V PWR |3.3V Power Supply
VR_CAP CAP PWR | Voltage Regulator Capacitor (1 uF)
VREF_ADC 3.3V PWR |VSS
VSS1 GND PWR |VSS
VSS2 GND PWR |VSS
VSS_ADC GND PWR |VSS
VSS_ANALOG GND PWR |VSS
VFLT_PLL CAP PWR | External cap
VTR1 3.3V PWR |3.3V Power Supply
VTR2 3.3V PWR | 3.3V Power Supply
VTR_ANALOG 3.3V PWR |3.3V Power Supply
VTR_PLL 3.3V PWR |3.3V Power Supply
VTR_REG 3.3V PWR |3.3V Power Supply
XTAL1 VBAT | cLocK |No Connect
XTAL2 VBAT | cLock |Connect to ground
Note 1: GPIO pins default to GPIO input unless otherwise noted. GPIO pins must be connected to either power or

ground externally to prevent crowbar currents. Once EC firmware is loaded, it will disable all unused GPIO
pins where pin function = “Connect to ground,” disabling the buffer internally. Once the buffer is disabled,
the leakage currents will go to approx. zero.

RESETI# timing requirements are defined in the CEC1702 Data Sheet.

The EC_FW tristates the SPI Flash interface before driving APO_FLASH_ISOO0 or APO_FLASH_ISO1 sig-
nals low.

QSPIO is the Shared SPI Flash Interface (i.e., SHD_SPI). This is the port connected to the APO SPI Flash
components, for example. MCHP recommends the following external logic: SPI bus pull-up values for
QSPI_IOJ[0:3] are 4.7K and QSPI0_CS# value is 2.2K.

QSPI1 is referred to as the Private SPI Flash Interface (i.e., PVT_SPI) in some documentation. This port
may be connected to SPI Flash components for a second application processor in the system. QSPI1 is a
quad-SPI controller, however, only two 1/O pins are available for this interface.

This pin is a glitch-free tristate pin:

EXTRST# is required for certain BMCs and is optional for other application processors. There is an OTP bit
that determines if the EXTRST# pin is to be used in the system.
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8: This signal is optional. If it is not used, it must be terminated properly on the board. If it is an EC_FW fea-
tures, it must be terminated to the inactive state on the board. There is no configuration bit to disable this
feature. An optional pin without this note has an OTP bit associated with it that is used to determine if the
pin is to be used in the system.

9: The I2C02_ALERTO# pin must never be driven high. Systems that do not require this signal will connect
directly to ground.

2.1.2 SIGNAL DESCRIPTION TABLE

Note:  Application Processor (APO) refers to an application processor that has its boot images stored in Flash
components on the QSPIO0 interface.

Note:  Application Processor (AP1) refers to an application processor that has its boot images stored in Flash
components on the QSPI1 interface.

TABLE 2-2: SOTERIA-G1 SIGNAL DESCRIPTION TABLE
Interface Pin Function(s) Direction Description

AP Reset Signals | APO_RESET# Output APO_RESET# is signal used to hold APO in reset until
boot images are authenticated. Requires a pull-down
resistor on the board.
APl _RESET# Output AP1_RESET# is signal used to hold AP1 in reset until
boot images are authenticated. Requires a pull-down
resistor on the board.

Note: AP1_RESET# can never be driven high if
APO_RESET# is low.

EXTRST# Output EXTRST# is a runtime reset signal used to put APO in

reset. This signal is held active until all boot images

are authenticated (same as APO_RESET#). Requires

a pull-down resistor on the board.

Reset Detection ASYNC_RST_DET# Input ASYNC_RST_DET# is used to monitor the system
reset signal. Requires a pull-up to VTR.
APO_RESET_DET# Input APO Reset Detection signal. Requires a pull-down

resistor on the board.

« This edge-triggered reset is only valid when
APO_RESET# is high. Itis used by EC_FW to
detect an unexpected AP0 Reset event.

* APO firmware must drive this pin high when it

boots.

EXTRST_IN# Input EXTRST_IN# is used to monitor the runtime board-
level reset signal. Requires a pull-up to VTR.

APO_HBLED# Input WDT used to detect if APO firmware stops executing
code. Requires a pull-up to VTR.

AP1_RESET_IN# Input Used to detect AP1 reset not generated by EC.
Requires a pull-up to VTR.

WDTRST1 Input WDT Reset 1 from APO (active-high edge triggered
event). Requires a pull-down resistor on the board.

WDTRST2 Input WDT Reset 2 from APO (active-high edge triggered
event). Requires a pull-down resistor on the board.

Error Handling FATAL_ERROR# Output If EC_FW fails to set APO_RESET# high, this signal

is asserted to indicate critical failure. Requires a pull-
up to VTR.

REMOTE_ACCESS Output If FATAL_ERROR# is driven low, then this signal is

driven high. May be used for external recovery circuit.
Requires a pull-down resistor on the board. If not
used, pull this pin to ground through a resistor.
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TABLE 2-2: SOTERIA-G1 SIGNAL DESCRIPTION TABLE (CONTINUED)

Interface Pin Function(s) Direction Description
12C 12C02 Data I/0 12C02 Data. Requires a pull-up to VTR.
12C02 Clock Input 12C02 Clock. Requires a pull-up to VTR.
12C02_ADDR Input I12C Slave Address strap pin

Flash Isolation APO_FLASH_ISOOQ (Note 3) | Output Signal used to isolate Shared SPI Flash Component
0. Requires a pull-up to VTR. This signal is high to
isolate APO from the flash device.

APO_FLASH_ISO1 (Note 3) |Output Signal used to isolate Shared SPI Flash Component
1. Requires a pull-up to VTR. This signal is high to
isolate APO from the flash device.

AP1_FLASH_ISOO (Note 3) |Output Signal used to isolate Private SPI Flash Component
0. Requires a pull-up to VTR. This signal is high to
isolate AP1 from the flash device.

AP1_FLASH_ISO1 (Note 3) |Output Signal used to isolate Private SPI Flash Component
1. Requires a pull-up to VTR. This signal is high to
isolate AP1 from the flash device.

LED interface LEDO Output LED output, active-high. Provides status of APO
authentication.
LED1 Output LED output, active-high. Provides status of AP1
authentication.
EC_STS# Output LED output, active-low. Provides status of boot pro-
cess and authentication status.
QSPIO Interface QSPIO_CSO0# Output QSPI0 Flash Component O chip select. Requires a
(Note 4) pull-up to VTR.
QSPIO_CS1# Output QSPIO0 Flash Component 1 chip select. Requires a
pull-up to VTR.
QSPIO_CLK Output SPI clock signal
QSPIO_IO0 1/0 SPI 1/O signal
QSPIO_IO1 /0 SPI 1/O signal
QSPIO_lIO2 /0 SPI 1/O signal
QSPIO_IO3 /10 SPI 1/O signal
QSPI1 Interface | QSPI1_CSO0# Output | QSPI1 Flash Component O chip select. Requires a
(Note 5) pull-up to VTR.
QSPI1_CSi1# Output QSPI1 Flash Component 1 chip select. Requires a
pull-up to VTR.
QSPI1_IO0 1/0 SPI 1/0O signal
QSPI1_IO1 /10 SPI 1/O signal
QSPI1_CLK Output SPI clock signal
Test Bypass TEST_BYPASS (Bypass Input Test Mode used to bypass authentication during
authentication) development only. Function disabled in OTP for pro-

duction parts. Requires options for a pull-down and
pull-up to VTR. This pin operates as follows:
1=Bypass; 0=Normal mode

UARTO Interface | UARTO_TX Output UART transmit pin. May be used for debug.

UARTO_RX Input UART receive pin. May be used for debug.
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TABLE 2-2: SOTERIA-G1 SIGNAL DESCRIPTION TABLE (CONTINUED)

Interface Pin Function(s) Direction Description
JTAG Interface JTAG TDI Input JTAG Test Data In pin. May be used for debug.

JTAG TDO Output JTAG Test Data Out pin. May be used for debug.

JTAG CLK (SWD Debug) Input JTAG Test Data Out. Also ARM SWO pin. May be
used for debug.

JTAG TMS (SWD Debug) Input JTAG Test Mode Select. Also ARM SWDIO pin. May
be used for debug.

JTAG_RST# Reset JTAG Reset pin.

Implementation Notes:

1. Any optional pins that are unused should be connected to ground.

2. The power supply for the CEC1702 and flash devices is 3.3V. The CEC1702 and flash devices must be on the
same power well.

3. Quad SPI signal pins are shared between the CEC1702 and APO. Therefore, APO must be in reset to tristate
these pins in order for the CEC1702 to access the flash. If APO is not powered, it must tristate its SPI pins to allow
the CEC1702 to access the flash devices, unless isolation logic is added.

4. APO_RESET_DET# can be connected to any unused GPIO on APO for the CEC1702 to detect if the AP is unex-
pectedly reset. The GPIO on APO must tristate when APQ is reset. Requires a pull-down resistor on the board. A
transition low indicates that the AP has been reset. APO firmware must drive this pin high when it boots.

5. ASYNC_RST_DET# input to the CEC1702 is a system level reset that can be used to reset the system at any
time. Its operation is completely asynchronous to the system boot sequence and runtime operation. When this
pin transitions low, the CEC1702 resets the application processor and re-authenticates all AP_FW images.

6. EXTRST_IN# input to the CEC1702 is an external reset event. When this pin transitions low during runtime, the
CEC asserts EXTRST# and the APO images will be re-authenticated before EXTRST# is asserted high.

7. APO_HBLED# monitors HBLED# after CEC1702 releases APO_RESET#. Detects ASPEED unexpectedly exe-
cuting out of flash after APO bootloader runs; CEC1702 treats this event as WDT event. Also reports status of
slow/stuck condition.

8. TEST_BYPASS: 1=Bypass; 0=Normal mode. For production boards, tie to ground.

9. 12C pins are recommended to be connected to the application processor in order to use the 12C commands to
read authentication status as well as to utilize the other functionality that is provided.

10. For debug, it is recommended to bring UARTO_RX and UARTO_TX pins to a header.

11. For debug, it is recommended to bring JTAG pins to a header.

12. Programming OTP in system is not supported. For security purposes, it is not recommended to build OTP pro-

gramming circuit on system board. It is possible this could be used in a firmware attack to alter the unlocked
regions of OTP.
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APPENDIX A:  PRODUCT BRIEF REVISION HISTORY

TABLE A-1: REVISION HISTORY

Revision

Section/Figure/Entry

Correction

DS00003287A (10-23-19)

Initial document release
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THE MICROCHIP WEB SITE

Microchip provides online support via our WWW site at www.microchip.com. This web site is used as a means to make
files and information easily available to customers. Accessible by using your favorite Internet browser, the web site con-
tains the following information:

« Product Support — Data sheets and errata, application notes and sample programs, design resources, user’s
guides and hardware support documents, latest software releases and archived software

e General Technical Support — Frequently Asked Questions (FAQ), technical support requests, online discussion
groups, Microchip consultant program member listing

« Business of Microchip — Product selector and ordering guides, latest Microchip press releases, listing of semi-
nars and events, listings of Microchip sales offices, distributors and factory representatives

CUSTOMER CHANGE NOTIFICATION SERVICE

Microchip’s customer notification service helps keep customers current on Microchip products. Subscribers will receive
e-mail notification whenever there are changes, updates, revisions or errata related to a specified product family or
development tool of interest.

To register, access the Microchip web site at www.microchip.com. Under “Support”, click on “Customer Change Notifi-
cation” and follow the registration instructions.

CUSTOMER SUPPORT

Users of Microchip products can receive assistance through several channels:

« Distributor or Representative

» Local Sales Office

« Field Application Engineer (FAE)

» Technical Support

Customers should contact their distributor, representative or field application engineer (FAE) for support. Local sales

offices are also available to help customers. A listing of sales offices and locations is included in the back of this docu-
ment.

Technical support is available through the web site at: http://www.microchip.com/support
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PRODUCT IDENTIFICATION SYSTEM

Not all of the possible combinations of Device, Temperature Range and Package may be offered for sale. To order or
obtain information, e.g., on pricing or delivery, refer to the factory or the listed sales office.

PARTNO.® - X - % - XOXXx® - I>_|<1(3)
| I
Device Totil Version/ Temp Range/ Tape and Reel
SRAM Revision Package Option

Device: CEC1702() Cryptographic Embedded Controller
Total SRAM: Q 480KB
Version/Revision: S1 Soteria-G1

Temperature Range: Blank

0°C to +70°C (Commercial)
I/

-40°C to +85°C (Industrial)

Package: SX 84 pin WFBGA®, 7mm x 7mm body,

0.65mm pitch

Tape and Reel Option: Blank = Tray packagin

TR = Tape and Reel®

Example:

a) CEC1702Q-S1-I/SX = CEC1702, 480KB total
SRAM, Soteria-G1, Industrial Temp, 84-WFBGA,
Tray packaging.

Note 1: These products meet the halogen maximum
concentration values per IEC61249-2-21.

2:  All package options are RoHS compliant.
For RoHS compliance and environmental
information, please visit http://www.micro-
chip.com/pagehandler/en-us/aboutus/
ehs.html

3:  Tape and Reel identifier only appears in the
catalog part number description. This identi-
fier is used for ordering purposes and is not
printed on the device package. Check with
your Microchip Sales Office for package
availability with the Tape and Reel option.

4:  Industrial Temperature is supported by
CEC1702.
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Note the following details of the code protection feature on Microchip devices:
. Microchip products meet the specification contained in their particular Microchip Data Sheet.

. Microchip believes that its family of products is one of the most secure families of its kind on the market today, when used in the
intended manner and under normal conditions.

. There are dishonest and possibly illegal methods used to breach the code protection feature. All of these methods, to our
knowledge, require using the Microchip products in a manner outside the operating specifications contained in Microchip’s Data
Sheets. Most likely, the person doing so is engaged in theft of intellectual property.

. Microchip is willing to work with the customer who is concerned about the integrity of their code.

. Neither Microchip nor any other semiconductor manufacturer can guarantee the security of their code. Code protection does not
mean that we are guaranteeing the product as “unbreakable.”

Code protection is constantly evolving. We at Microchip are committed to continuously improving the code protection features of our
products. Attempts to break Microchip’s code protection feature may be a violation of the Digital Millennium Copyright Act. If such acts
allow unauthorized access to your software or other copyrighted work, you may have a right to sue for relief under that Act.

Information contained in this publication regarding device applications and the like is provided only for your convenience and may be
superseded by updates. It is your responsibility to ensure that your application meets with your specifications. MICROCHIP MAKES NO
REPRESENTATIONS OR WARRANTIES OF ANY KIND WHETHER EXPRESS OR IMPLIED, WRITTEN OR ORAL, STATUTORY OR
OTHERWISE, RELATED TO THE INFORMATION, INCLUDING BUT NOT LIMITED TO ITS CONDITION, QUALITY, PERFORMANCE,
MERCHANTABILITY OR FITNESS FOR PURPOSE. Microchip disclaims all liability arising from this information and its use. Use of Micro-
chip devices in life support and/or safety applications is entirely at the buyer’s risk, and the buyer agrees to defend, indemnify and hold
harmless Microchip from any and all damages, claims, sulits, or expenses resulting from such use. No licenses are conveyed, implicitly or
otherwise, under any Microchip intellectual property rights unless otherwise stated.

Trademarks

The Microchip name and logo, the Microchip logo, Adaptec, AnyRate, AVR, AVR logo, AVR Freaks, BesTime, BitCloud, chipKIT, chipKIT logo,
CryptoMemory, CryptoRF, dsPIC, FlashFlex, flexPWR, HELDO, IGLOO, JukeBlox, KeelLoq, Kleer, LANCheck, LinkMD, maXStylus, maXTouch,
MedialLB, megaAVR, Microsemi, Microsemi logo, MOST, MOST logo, MPLAB, OptoLyzer, PackeTime, PIC, picoPower, PICSTART, PIC32 logo,
PolarFire, Prochip Designer, QTouch, SAM-BA, SenGenuity, SpyNIC, SST, SST Logo, SuperFlash, Symmetricom, SyncServer, Tachyon,
TempTrackr, TimeSource, tinyAVR, UNI/O, Vectron, and XMEGA are registered trademarks of Microchip Technology Incorporated in the U.S.A. and
other countries.

APT, ClockWorks, The Embedded Control Solutions Company, EtherSynch, FlashTec, Hyper Speed Control, HyperLight Load, IntelliMOS, Libero,
motorBench, mTouch, Powermite 3, Precision Edge, ProASIC, ProASIC Plus, ProASIC Plus logo, Quiet-Wire, SmartFusion, SyncWorld, Temux,
TimeCesium, TimeHub, TimePictra, TimeProvider, Vite, WinPath, and ZL are registered trademarks of Microchip Technology Incorporated in the
U.S.A.

Adjacent Key Suppression, AKS, Analog-for-the-Digital Age, Any Capacitor, Anyln, AnyOut, BlueSky, BodyCom, CodeGuard,
CryptoAuthentication, CryptoAutomotive, CryptoCompanion, CryptoController, dsPICDEM, dsPICDEM.net, Dynamic Average Matching, DAM,
ECAN, EtherGREEN, In-Circuit Serial Programming, ICSP, INICnet, Inter-Chip Connectivity, JitterBlocker, KleerNet, KleerNet logo, memBrain,
Mindi, MiWi, MPASM, MPF, MPLAB Certified logo, MPLIB, MPLINK, MultiTRAK, NetDetach, Omniscient Code Generation, PICDEM, PICDEM.net,
PICkit, PICtail, PowerSmart, PureSilicon, QMatrix, REAL ICE, Ripple Blocker, SAM-ICE, Serial Quad 1/0, SMART-L.S., SQI, SuperSwitcher,
SuperSwitcher 1, Total Endurance, TSHARC, USBCheck, VariSense, ViewSpan, WiperLock, Wireless DNA, and ZENA are trademarks of
Microchip Technology Incorporated in the U.S.A. and other countries.

SQTP is a service mark of Microchip Technology Incorporated in the U.S.A.
The Adaptec logo, Frequency on Demand, Silicon Storage Technology, and Symmcom are registered trademarks of Microchip Technology Inc. in
other countries.

GestIC is a registered trademark of Microchip Technology Germany Il GmbH & Co. KG, a subsidiary of Microchip Technology Inc., in other
countries.

All other trademarks mentioned herein are property of their respective companies.
© 2019, Microchip Technology Incorporated, All Rights Reserved.
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