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CONTACT
INSPIRING INNOVYATIONS
Phoenix Contact Inc.
P.O. BOX 4100

Harrisburg, PA 17111-0100
Phone: 717-944-1300

Product Change Notification

PCN-AS-7927-2022

Business Unit Product Line Code Type of Change Date of Issue
AS - Automation DRA Product Change Notify Distributors and 4/21/2022
Systems | | Notification | Field

The following Phoenix Contact products have been modified. Existing specifications will be met or exceeded. Please
review and acknowledge this document and inform your personnel as needed.

Advisory ID CVE-2021-42385, CVE-2021-46143, CVE-2022-23990, CVE-2022-23852, CVE-2022-22827, CVE-2022-22826,
CVE-2022-22825, CVE-2022-22824, CVE-2022-22823, CVE-2022-22822, CVE-2021-45960, CVE-2021-45117,
CVE-2021-3712, CVE-2021-3711, CVE-2021-41990, CVE2021-45079, CVE-2016-20012, CVE-2020-15078, CVE-2021-3580,
CVE-2021-20305, CVE2021-40330, CVE-2021-35942, CVE-2020-6096, CVE-2020-29562, CVE-2021-20231,
CVE2021-20232, CVE-2020-24659, CVE-2019-17498, CVE-2021-3517, CVE-2021-3518, CVE2021-3537, CVE-2020-10878,
CVE-2020-10543, CVE-2020-12723, CVE-2021-20193, CVE2021-23017, CVE-2019-20892, CVE-2021-43618,
CVE-2019-20907, CVE-2021-22946, CVE2020-8169, CVE-2021-22926, CVE-2020-8177, CVE-2018-1000500,
CVE-2021-22922, CVE2021-22947, CVE-2021-22897, CVE-2021-22925, CVE-2021-22923, CVE-2021-22898,
CVE2021-42374, CVE-2021-42386, CVE-2021-42380, CVE-2021-42381, CVE-2021-42379, CVE2021-42384,
CVE-2021-42378, CVE-2021-42382, CVE-2019-18276, CVE-2021-21300 VDE-2021-010

Vulnerability Description PLCnext Control AXC F x152 is certified according to IEC 62443-4-1 and IEC 62443-4-2. This
certification requires that all third-party components used in the firmware are regularly checked for known vulnerabilities.
Firmware components in version 2021.06 had already been updated. For the 2022.0 LTS version more firmware components
have been updated implicitly fixing the vulnerabilities listed. The vulnerabilities listed above have not been individually verified
in terms of actual impact and/or limitations in combination with the affected products listed. The current LTS release 2022.0
LTS contains updates of integrated third-party libraries, SDKs and other third-party software to address these issues
nevertheless.

Stock Status

Can existing stock still be used?
Is mixture of stock acceptable?

Transaction Dates

Date modification goes into effect from Germany: 4/12/2022
Expected first shipment (from Phoenix Contact) of the modified products(s): 4/12/2022
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INSPIRING INNOVATIONS

Phoenix Contact Inc.

P.O. BOX 4100
Harrisburg, PA 17111-0100
Phone: 717-944-1300

Product Change Notification

Should you have any issues with the timeline or content of this product change, please contact Phoenix Contact using the
information below. Customers should acknowledge receipt of the PCN within 30 days of delivery of the PCN; provided,
however, that the failure to acknowledge receipt does not affect the product change or the effective date thereof.

Contact Info:
Ted Thayer
tthayer@phoenixcontact.com

Thank you,

Zachary Stank

Product Marketing Manager
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Phoenix Contact Inc.

P.0. BOX 4100
Harrisburg, PA 17111-0100
Phone: 717-944-1300

Product Change Notification
Type Description

1151412 AXC F 1152
2404267 AXC F 2152
1069208 AXC F 3152
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