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MICROCHIP MiWi
MiWi™ Quick Start Guide

Introduction

This document describes prototyping, implementing, testing, and deploying wireless sensor networks
using MiWi Protocol based on the Microchip software platform. This document also details how to get
started with the MiWi by installing the development environment, setting up hardware, and programming
devices with the reference applications.
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Overview

Overview

MiWi Development Environment (MiWi DE) was developed by Microchip to support a wide range of
wireless applications. The backbone of MiWi DE is MIMAC and MiApp interfaces, which links the support
of multiple RF transceivers and wireless communication protocols together as a well-defined, simple but
robust Microchip proprietary wireless development environment.

Within MiWi DE, application developers can switch between RF transceivers and wireless protocols with
little or no modification in the application layer. Such migration capability in MiWi DE reduces the firmware
development risk to a very minimum level. MiWi DE is defined by three layers:

* Application layer

* Protocol layer

* RF transceiver layer
The three layers are linked together by MiMAC and MiApp interfaces. The Application layer uses MiApp
interfaces to communicate to the protocol layer. In the protocol layer, there are implementations of MiWi
P2P, MiWi Star, and MiWi Mesh wireless communication protocols. The drivers for Microchip RF

transceivers (AT86RF233, AT86RF212B) are called by protocol layers via MiMAC interfaces.
Configuration files are also presented in each layer.

Figure 1-1. Miwi™
[ % Your wireless
IW connectivity
™ made simple.

The MiWi stack offers a significantly smaller footprint relative to the open standard based ZigBee®
compliant protocol stack. This enables operation in microcontrollers with smaller memory/lower cost.
*  MiWi P2P/Star — Simple Peer-to-Peer or Star network requiring minimal code size.

*  MiWi Mesh — A True Routing Mesh network topology. This can be used for a department store
HVAC, alarm application or a large smart home application.

MiWi v6.2 Release Content

MiWi is released as part of ASF. The main items provided as part of the MiWi release are as follows:

* Implementation of MiWi P2P and Star protocol in form of sources and API header files. The same
source is used for all MiWi P2P and Star applications.
* Implementation of MiWi Mesh protocol in the form of libraries and API header files. The same library
is used for all MiWi Mesh applications.
Source code and IDE projects for reference applications:

+ Simple Example P2P — MiWi P2P reference application
* Chat Demo P2P — MiWi P2P reference application

+ Simple Example Star — MiWi Star reference application
* WSN Demo — MiWi Mesh reference application

Documentation:

* Quick Start Guide
» Migration Guide
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* Release Notes
» Software Design Guide

Supported Hardware Platforms and IDEs
The following table lists the supported hardware platforms and IDEs for the MiWi protocol.

Table 1-1. Supported Hardware Platforms and IDEs

Microcontroller Supported Evaluation Kit Supported IDEs

SAMR21G18A (SIP) RF233 (in SIP)  SAMR21 ZLLEK Atmel Studio v7.0
SAMR21 XPRO IAR Embedded Workbench® for
ARM 7.4
SAMR30G18A (SIP) RF212B (in SIP) SAMR30 XPRO Atmel Studio v7.0
SAMR30M XPRO
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MiWi Documentation

This chapter provides the list of documentation available for MiWi. It is intended to help the user find
required information during application evaluation and development.

ASF Documentation

« ASF Documentation
* ASF Getting Started
« ASF Wizard

MiWi Documentation/Tools on Website

« MiWi™ P2P and Star Protocol Application Note

+ AN1284 - Microchip Wireless (MiWi™) Application Programming Interface - MiApp
+ AN1283 - Microchip Wireless (MiWi™) Media Access Control Interface - MIMAC

« Miwi™ Protocol Sniffer

MiWi™ Documentation in ASF Package

Quick Start Guide This document which helps to quickly start with Miwi™
Migration Guide Lists the migration guidelines to use the current version of Miwi™
Release Notes Provides information on release features and enhancements

Software Design Guide  Describes the MiWi™ applications implemented on the MiWi™ protocol

© 2019 Microchip Technology Inc. User Guide DS50002850A-page 6


http://www.microchip.com/webdoc/asf/index.html
http://www.microchip.com/webdoc/asf/asf.GettingStarted.html
http://www.microchip.com/webdoc/asf/asf.ModuleExplorerView.html
http://www.microchip.com/wwwAppNotes/AppNotes.aspx?appnote=en536181
http://www.microchip.com/wwwAppNotes/AppNotes.aspx?appnote=en544039
http://www.microchip.com/wwwAppNotes/AppNotes.aspx?appnote=en544039
http://www.microchip.com/SWLibraryWeb/product.aspx?product=Wireless%20Development%20Studio

3.1

3.11

3.2

Miwi™

Development Environment Setup

Development Environment Setup

This chapter provides instructions on how to set up the MiWi software package and supported IDEs. It
also describes the structure of the MiWi package, and includes references to hardware setup of the
supported platforms.

IDE Installation

Atmel Studio
The Atmel Studio can be used to develop and debug applications for AVR- and ARM-based platforms.
Atmel Studio is equipped with the GCC compiler and does not require any additional external tools to
compile and debug MiWi applications.
Perform the following steps to install the Atmel Studio.

1. Download and install the latest Atmel Studio version, if not already installed on your PC.

2. Add path to the folder containing the ARMGCC compiler to the Path Windows environment
variable. The compiler is located in the \Atmel\Studio\7.0\toolchain\arm\arm-gnu-
toolchain\arm-none-eabi\bin directory of the Atmel Studio installation directory.

This step is necessary for command line compilation (with makefiles).

IAR Embedded Workbench
The IAR Embedded Workbench for ARM can be used to develop and debug applications on ARM-based
platforms. The IAR IDEs support editing of application source code, compiling source files, linking object
modules with libraries and application debugging.
Perform the following steps to install the IAR Embedded Workbench.

1. Download and install IAR Embedded Workbench for ARM, if not already installed on your PC.

2. Add path to the folder containing the IAR RAM compiler to the Path Windows environment variable.
The compiler is located in the \TAR Systems\Embedded Workbench 7.4\arm\bin directory
of the IAR installation directory.

This step is necessary for command line compilation (with makefiles).

Stack Configurations

MiWi uses the configuration files to regulate the behavior of the stack.

The following are the locations of header files to configure the behavior of P2P application:
* thirdparty\wireless\miwilapps\simple example p2p\miwi config.h

* thirdparty\wireless\miwilapps\simple example p2p\miwi config p2p.h

The following are the locations of header files to configure the behavior of Star application:

* thirdparty\wireless\miwilapps\simple example star\miwi config.h

* thirdparty\wireless\miwilapps\simple example star\miwi config p2p.h
The following are the locations of header files to configure the behavior of Mesh application:

* thirdparty\wireless\miwilapps\wsn demo\miwi config.h

* thirdparty\wireless\miwilapps\wsn demo\miwi config mesh.h
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Building Applications in Atmel Studio

Atmel Studio can be used to develop and build MiWi applications. Reference applications include Atmel
Studio project files located in the \as5 arm subdirectory of the application root directory. These projects
depend on the configurations provided by the external low-level makefiles.

Opening a Project from ASF
Perform the following steps to open a project from ASF.

1.  Open Atmel Studio.
2. Choose File>New>Example Project... in Atmel Studio.

3. Inthe New Example Project from ASF or Extensions window search for "MiWi Mesh" to list the
available projects in MiWi Mesh as shown in following screenshot.

Figure 3-1. New Example Project from ASF or Extensions Window(")

MNew Example Project from ASF or [t S|
Device Family: [AII - | Category: [AII - | miwi mesh ¥

” EibjEcl 4[] Atmel - Atmel Corp. (12) [338.1-Custom ~ | el

it

Category B MiWi Mesh Coordinator - WSN Demo Application - SAM R2L Xplained Pro
Technology [E| MiWi Mesh Coardinater - WSN Demo Application - SAM R30 Xplained Pro

Addon B Miwi Mesh Coordinator - WSN Demo Application - ShdRZl ZLL-EK

h MiWi Mesh EndDevice - W5SN Demo Application - 5AM R21 Xplained Pro

[E| MiWi Mesh EndDevice - WSN Deme Application - SAM R30 Xplained Pro

B MiWi Mesh EndDevice - WSN Derno Application - SAMR21 ZLL-EK

& MiWi Mesh PanCoordinator - WSN Deme Application - SAM R21 Xplained Pro

\E| MiWi Mesh PanCoordinater - WSN Demo Application - SAM R30 Xplained Pro

B MiWi Mesh PanCoordinator - WSN Demo Application - SAMR21 ZLL-EK

& MiWi Mesh Secured Coordinator - WSN Demo Application - SAM R21 Xplained Pro

[E| MiWi Mesh Secured Coordinator - WSN Demo Application - SAM R30 Xplained Pro

B MiWi Mesh Secured Coordinator - WSN Demo Application - SAMR21 ZLL-EK

& MiWi Mesh Secured EndDevice- WSN Demo Application - SAM R21 Xplained Pro

| Miwi Mesh Secured EndDevice- WSN Demo Application - SAM R30 Xplained Pro

& MiWi Mesh Secured EndDevice- WSN Deme Application - SAMRZL ZLL-EK

& MiWi Mesh Secured PanCoordinator - WSN Demo Application - SAM R21 Xplained Pro
\E| MiWi Mesh Secured PanCoordinator - WSN Demo Application - SAM R30 Xplained Pro

m

Project Mame: ASFProject

Location: Ol bz el Browse... |
Solution: Create New Solution

Solution name:  ASFProject

Device: No Device

[ o | _
Note:
(1) Use the latest version of ASF

4. Select MiWi Mesh Coordinator - WSN Demo Application project.

5. Click OK and accept the license agreement by checking the “l accept the license agreement”
checkbox.

6. Click Finish.
The MiWi Mesh Coordinator - WSN Demo Application project is created and loaded in Atmel
Studio.
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3.3.2 Switching/Changing the Configuration using ASF Wizard

If the user is using the MiWi Mesh Coordinator and needs to switch to the MiWi Mesh PANC Security,
then perform the following steps.

Choose ASF>ASF Wizard to open the ASF Wizard window.

2. Inthe Selected Modules pane, expand MiWi-WSNDemo Application (component) and choose
panc_sec from the drop-down list as shown in the following screenshot.
Figure 3-2. ASF Wizard

Project: |APPSWSN_DEMO3 ~ | Device: ATSAMRZIGIBA
Extensions Version
Available Modules Selected Modules
Extensions: | Atmel ASF38.1-Custom) v|  Show: [l = Search for modules o W Generic board support (driver)
N PORT - GPIO Pin Control (criver)
B AC - Analog Comparator (driver) callback v T SERCOM 2C - Master Mode 12C (driver)[polled |
1B ADC - Anclag-to-Digital Converter (driver)[callback v .
(B AT30TSE75X Temperature Sensor (component) Serial VO - Host (compenent) |uart ~ |
W AT45DEX DataFlash (companent) 4 B MW Stack (component)
B AVR202S - IEEE 802154 MAC v3.1.1 (component) (zource ] B8 Stock Configuration (component) [ mesh =]
T AVR2025 - TAL (component) 4 B Mesh support enable (component)
gAWGZS - TFA (component) 4 [ MiWi MESH (component)
|AVR2025-MAC SerialInterface Module (senvice)
Stack Configura 5 -
B AVR2102 - RF4Control NWK Lib (service) R Stack Configuraton (compencr)
B AVR2102 - R4 Control v20.1 (component) [source < B8 PHYV(Radio Physical Layer) (component)
BB SYS(System/Stack Services) (component)
W AVR2102 - ZRC LIB For Controller (senvice)
T AVR2102 - ZRC LIB For Target (senvice)
T AVR2102 -Seris! Interface supportfor RFACE (sevice) ~
Info. Actions Details
MiWi-WSNDemo Application
The MiWi based WSNDemo spplication implements a typical wireless sensor network scenario, in which one central node collects the data from a network of sensors and passes this data over a serial connection for further processing. In the case of the WSNDemo this processing is
performed by the WSNMonitor PC application
_ i . - _

3. Click Summary to understand the component changes.
4. Click Apply to apply the changes to the project.
Figure 3-3. ASF Wizard-Summary of Operations for Selected Option

ASFWizard & X |

Project: | APPSWSN_DEMO3 - | Device: ATSAMR2IGIA

Edensions Version
Available Modules Selected Modules
Extensions: | Atmel ASF@38.-Custom) ~|  Show: Al - Search formodules = B Generic board support (driver)
a PORT - GPIO Pin Control (driver)
W AC- Analog Comparator (driver) [ callback v | | T SERCOM I2C - Master Mode I2C (driver) [polled ~
T ADC - Anclog-to-Digital Converter (driver) callback < = N
B ATIOTSETSX Temperature Sensor (component) At S oo — —
W AT4SDEX DataFlash (companent) ) )
B AVR2025 - EEE 802154 MAC 311 (component) [source v ‘E Summary of operations for Selected options
& AVR2025 - TAL (component) =
B AVR2025 - TFA (component)
1B AVR2025-MAC Serial Interface Module (service) “ MM;‘ Mesh :‘:fN Czu’d‘";t\D‘VP(;:\Im;gg?SNt:TOR' =
K emove defined symbol PAN_
\BJ AVR2102 - RF4Control NWK Lib (service) Remove Assembler Flag *-DPAN_COORDINATOR,
B AVR2102 - RFAControl 2.0 (companent) source +] Delete p P z ]
1B AVR2102 - ZRC LIB For Controller (senvice) ;Emuvehhvary ‘libsam0_miwi_mesh_panc’ from included |\hYEHE} . . o N E|
emove . party miw gec from library search |

B AVR2102 - ZRC LIB For Target (service) 4 MiWi Mesh Secured PAN Coordinator (component) @
W AVR2L02 -Serial Interface support for RF4CE (service) Define symbol ‘PAN_COORDINATOR'
S — = = ] Define symbol 'MESH_SECURITY". =

Add Assembler Flag '-DPAN_COORDINATOR'

Inf Acti Detail
" e - Add Assembler Flag -DMESH_SECURITY:,
MiWi-WSNDemo Application ! n,
The Mivi based WSNDemo application implements o typical wireless sensor network scenario, in which one central nodd| fEhe cose of the WSNDeme this processing is

erformed by the WSNMonitor PC application
§ " " [] Do not show this dialog again [_TE?_] Cancel |

Add>> Apply Revert << Remove. Summary

3.33 Building the Application using IDE
Perform the following steps to build the application using IDE.

1. Open an appropriate . ats1ln project file from the <appName>\ . .\as5 arm directory with Atmel
Studio. The Solution Explorer tab provides access to the application source files and stack
components that compile together with the application.

© 2019 Microchip Technology Inc. User Guide DS50002850A-page 9
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Figure 3-4. Example Structure of Atmel Studio Application Project

Solution Explorer * 0 x
@ o-a@| p =]

Search Solution Explorer (Ctrl+;) P -

Solution 'APPS_WSMN_DEMO3' (1 project)

Rebpild

Clean

Copy Full Path

[+] o

Collapse
Scope to This

)|

Mew Solution Explorer View
Add 3
Add Library

Set as StartUp Project
Debug J

ASF Wizard

Board Wizard

w B &

Reload Asf Project
View Example Project Help ]

Add Arduine Library
Export Project as Extension
Cut Ctrl+X

Remove Del

A X x |= E

Rename F2

Unload Project

o

Properties
P TR EvnTerar I

2. From the main menu, choose Build>Rebuild All.
When the build process is complete, some of the .hex, .srec, .bin, and .elf image files are
generated based on the selected platform configuration. Use the . hex file for programming the
devices via EDBG. The .e1f file is used for debugging.

3.34 Building the Application using Command Line Interface
Compile the application by running the make utility command to build the application.

make clean all

It is possible to run the make utility command from Atmel Studio by selecting Tools>Command Prompt.
This ensures that the make utility provided with Atmel Studio is used. Otherwise, the path to the folder
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Miwi™

Development Environment Setup

containing the make utility can be added to the path environment variable. In this case, run the make
utility in the command line from the application’s root directory.

3.4 Building Applications in IAR Embedded Workbench

IAR Embedded Workbench can be used to develop and build MiWi applications. All reference
applications include IAR project files located in the \ iar sub-directory of the application root directory.

A part of stack components and drivers are compiled with the application. The source files for these
components are included in the IAR projects, therefore they are an effective part of the application.

For compilation from the command line with the IAR compiler, make files are used.

3.41 Building the Application using IDE in IAR Embedded Workbench
Perform the following steps to build the application using IDE.

1. Openthe .eww file in the iar projects sub-directory of the appropriate application directory with
IAR Embedded Workbench. For example, for WSNDemo, use the APP WSN Demo . eww file from
the apps\WSN_Demo\ . .\iar sub directory.

2. From the main menu, choose Build>Rebuild All.

By default, the .a90 file (for WSNDemo, APP WSN Demo.a90) is generated in the \iar\Debug
\exe sub directory (for WSNDemo, in the apps\WSN_ Demo\iar\Debug\exe directory) with
format as specified in Linker Output Options of the IAR project.

3.4.2 Building the Application using CLI in IAR Embedded Workbench
Compile the application by running the make utility command to build the application.

make clean all

Some of the .hex, .srec, .bin, and .elf image files are generated depending on the selected
platform configuration.

3.5 Installing the Bootloader PC Tool
Run the bootloader PC tool installer with the following instructions.

1. Navigate to the Bootloader PC Tool, available in the <ProjectDir>\thirdparty\wireless
\miwi\services \otau\tools directory.

Double click the Bootloader PC Tool Setup.exe file.

Click Next in all the pop-up windows.

Change the installation path if required, and click Next.

Click Done to finish the installation.
For a Windows 10 PC, add the following in System Environment Variables.

Al
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Figure 3-5. Adding System Environment Variable

Mew Systemn Variable

Variable name: |_JAVA_OPTIONS
Variable value: | -Dorg.osgiframework.os.name=win32
Browse Directory... Browse File...

3.6 Installing the WiDBG Tool
Run the WiDBGSetup with the following instructions.

oK Cancel

1. Navigate to the WiDBGSetup, available in the <ProjectDir>\thirdparty\wireless\miwi

\services \otau\tools directory.
2. Double click the WiDBGSetup.msi file.

3. Accept the terms in the License Agreement and click Install.

4. Click Finish to complete the installation.

© 2019 Microchip Technology Inc. User Guide
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4. Hardware Environment Setup

4.1 Supported Platforms and Boards

The following boards are used/supported in the 6.1 release.

1. SAM R21 Xplained Pro

Figure 4-1. SAM R21 Xplained Pro

CURRENT MEASUREMENT
HEADER

TARGET USE

LSER LEDD

CHIF AMTENNA

18MHz CRYSTAL
FOR RF

AMNTEMMNA SWITCH
& BALUN

EXTERMAL ANTENMNA
COMNNECTOR

GET Usa

TARL

SWO USER BUTTOM

RESET BUTTON
DEBUG USE

9 powen [
F N sTaTus [TEN|

LR

BlRCmEET /‘1 tm E'L

T 1 hMHg Crystal
EE

EXTEMSION HEADER 3

For more details, see SAMR21 Xplained Pro User Guide.

2. SAMR21ZLLEK

POWER
HEADER

CORTEX DEEUG
FOR EXTERMNAL
DEBUGGER

32.TGEkHE
CRYSTAL

EXTEMSICN
HEADER 1
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Figure 4-2. SAM R21 ZLL-EK

MS147 connector
Antenna -ANT1

USB MCU

RGB LED
EXTERNAL VCi

(regulated)

RED LED

YELLOW LED

USB EDBG

BATTERY IN
(+1.8V to +4.5V)

SW FUNC

RESET

QMatrix BUTTON

JOYSTICK

NTC SENSOR
Antenna -ANT2

CORTEX DEBUG
SAMR21G18A
(shielded)

EDBG Serial Header

XPRO POWER
HEADER

XPRO EXTENSION
HEADER

QMatrix SLIDER

OLED DISPLAY

For more details, see SAM R21 ZLL-EK User Guide.
3. SAM R30 Xplained Pro
Figure 4-3. SAM R30 Xplained Pro

CURRENT MFASUREMERT
HEAOER

TARGETUSB

EXTERNAL ANTENNA
connEcToR

2 m
CRYSTAL
ok
cRvETM

sy
FORRE

seR Lo
e
Exrension 1
I
AT HEADER
ANTENNA
ST

AL

Summszien

aroucH
eutran CoRTEX DEBUG
FOR EXTERNAL

EXTENSION S HEADER

For more details, see SAM R30 Xplained Pro User Guide.
4. SAMR30M Xplained Pro
Figure 4-4. SAMR30M Xplained Pro

1

aoawoN

1. Battery header (J102)
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. Power LED
. USB header

. User LEDs
. QTouch® button

© 00 N O o0~ W N

. Reset button

10. User button

. Battery/LDO Selection header (J103)

. Current measurement header (J104)

. XPRO Extension header

11. Cortex DBG (Debug) header

Additional Boards

For Simple_Example_P2P and Simple_Example_Star applications, OLED1 Xplained PRO can be used
as an additional board to show the full-featured demo on SAM R21 XPRO and SAM R30 XPRO. This
board must be connected as Extension board 1.

Figure 4-5. OLED1 Xplained Pro

"N XPLAINED PRO
ID CHIP
ATSHA204

OLED DISPLAY

LEDs

"l PUSH
, @ 5 BUTTONS

BUTTON 3

For more details, see OLED1 Xplained Pro User Guide.

Connections

Connect the Micro USB cable to the ‘Debug USB/EDBG USB’ port of the board and connect the other

end to the PC.

© 2019 Microchip Technology Inc.

User Guide

DS50002850A-page 15


http://ww1.microchip.com/downloads/en/DeviceDoc/Atmel-42077-OLED1-Xplained-Pro_User-Guide.pdf

Miwi™

Hardware Environment Setup

Figure 4-6. Connection of SAM R21 XPRO and OLED1 XPRO
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Simple_Example_P2P Reference Application

The simple example application code focuses on the simplicity of the MiWi DE protocol stack application
programming interfaces. It provides wireless communication between two devices with less than 30 lines
of C code to run the stack in the application layer for both devices. In this application, the following
features of MiWi DE protocol stack are demonstrated:

» Establish a connection automatically between two devices
» Broadcast a packet

* Unicast a packet

* Apply security to the transmitted packet

To run full-featured Simple_Example_P2P application on SAMR21 XPRO or SAMR30 XPRO, the user
needs to connect OLED1 Xplained PRO. When using OLED1 Xplained PRO along with SAMR21 XPRO
or SAMR30 XPRO, the user needs to enable the macro #define EXT BOARD OLED1 XPLAINED PRO
in conf_board.h file.

Figure 5-1. conf_board.h File

conf boardh & X R IRl Solution Explorer
2 conf board.h - == EASVN\premerge miwi src\thirdparty\wireless\miwi\apps\simple example_p2p\samiZ]_splained_pro\conf boardh = |E¥Go o Q,‘ o-d@® ‘ y2 ,|
* " N =
ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE Y Search Soluticn Explorer (Ctre)

* POSSIBILITY OF SUCH DAMAGE.

" i Solution 'APPS_SIMPLE_EXAMPLE_P2P' (1 project)

Pl APPS_SIMPLE_EXAMFPLE_P2P

* \asf_license stop =i| Dependencies
® | Output Files
*f b 2 Libraries
4 [3 src
~#ifndef COMF BOARD H INCLUDED b D oAsE
#define CONF_BOARD_H_INCLUDED |
1% conf_clocks.h
/* Enable if OLED1 Xplained Pro is connected */ 13 conf_extinth
#define EXT_BOARD_OLED1_XPLAINED_PRO £ conf_hw_timer.h
) conf_nvm.h
#define COMF_BOARD_AT86RFX i | £y conf_sio2hosth

) conf spih

) conf_ssd1306.h
1) conf_sysfont.h
) conf_tnaccess.h
#define ENABLE_LCD & miwi_config.h

B miwi_config_p2p.h

—#if (defined EXT_BOARD OLED1_XPLAINED_ PRO)

To run the simple example application, perform the following instructions.

1. Program node 1 and node 2 with Simple_Example_P2P application firmware.
2. Power on node 1 and node 2, respectively.

3.  Wait for few seconds, until the first LED on both nodes are powered-up. This indicates that a
connection is established automatically.

— For the details of connection establishment, refer to section “Variations for Handshaking” in
Application Note AN1204 Microchip MiWi™ P2P Wireless Protocol if MiWi P2P protocol is
used. If MiWi protocol is used, refer to section "MAC Function Description" in IEEE® 802.15.4
specification.

— If the demo is running on the SAMR21 ZLLEK (or) SAMR21 XPRO with the ATOLED1-XPRO
(or) SAMR30 XPRO with the ATOLED1-XPRO, critical information is shown on the LCD of the
demo board. It first shows the demo name, RF transceiver and node number, then connecting
information and channel information is shown before the LCD shows the demo instruction.

Simple P2P Demo on SAMR21 Node After powering ON the boards, this splash screen
message is displayed on the LCD screen.
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........... continued

Connecting Peer on Channel 26 Connecting to a network if found.

Connected Peer on Channel 26 Connected to a network. This log does not show
for the first device since it starts the network when
it is unable to find network to join.

SAM R21 ZLL EK Demo instruction is displayed.

« SW FUNC : Broadcast
« BUTTOB1 : Unicast

SAM R21 XPRO and OLED1XPRO (or) SAM R30
XPRO and OLED1 XPRO

« SW : Broadcast
« BUTTOB1 : Unicast

— If a hyper terminal is opened to monitor firmware output, the user can see the peer device
information printed out from both the nodes.

Figure 5-2. Monitor Firmware Output 1

. COM9:38400baud - Tera Term T W s o= o

File Edit Setup Contrel Window Help

Btarting Node 1 of Simple Demo for MiWi(TM> P2P Stack ...
RF Transceiver: AT86RF233
Demo Instruction:
Power on the hoard until LED 1 lights up
to indicate connecting with peer.
Push 8Y Button to broadcast message.

LED 1 will be toggled upon receiving messages.

Connecting Peer on Channel 26

My Address: BxBBE42519188186bc PANID: Bx1234 Channel: 26

Connection PeerLongAddress PeerInfo
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Figure 5-3. Monitor Firmware Output 2

s COM7:38400baud - Tera Term VT - - . = | B S

File Edit Setup Control Window Help

Btarting Mode 1 of Simple Demo for MiWi{(TM)> P2P Stack ...
RF Transceiver: AT86RF233
Demo Instruction:
Power on the board until LED 1 lights up

to indicate connecting with peer.

Puszh SW Button to broadcast message.
Press Joystick CENTER Button to unicast encrypted message.

LED 1 will be toggled upon receiving messages.

Connecting Peer on Channel 26

Connected Peer on Channel 26

My Address: Bx000425121801b742 PANID: Bx1234 Channel: 26

Connection PeerLongAddress PeerInfo
[al5] A0A42519180186hc a9
]

4. Press SW/SW FUNC on one node to toggle the second LED on the other node.
— This shows how a broadcast packet is transmitted.

— If the demo is running on SAM R21 ZLLEK (or) SAM R21 XPRO with ATOLED1-XPRO (or)
SAMR30 XPRO with ATOLED1-XPRO, the total number of transmitted and received messages
will be shown on the LCD.

TX Messages:0 Total number of transmitted and received
RX Messages: 2 messages

— If a hyper terminal is used, on the receiving end (the device that has LED2 toggled) the user
can see the printout of the broadcast packet source address, signal strength, and the packet
payload. The packet payload is the one line of bitmap of MiWi. Pressing the SW button at an
interval of two seconds between each press on one end displays the complete bitmap of MiWi.
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Figure 5-4. Bit Map of MiWi™

"L COM7:38400baud - Tera Term VT —— R —— — — —

File Edit Setup Contrel Window Help

Broadcast Packet with S A4251918186bc: % %
Broadcast Packet with 3 A4251918186hc: [
Broadcast Packet with 3 A4251218186hc =
Broadcast Packet with g A4251918186hc =
Broadcast Packet with 3 A4251918186hc:
Broadcast Packet with 3 A4251218186hc =
Broadcast Packet with g A4251918186hc =
Broadcast Packet with 3 A4251918186hc:
Broadcast Packet with 3 A4251218186hc =
Broadcast Packet with g A4251918186hc =
Broadcast Packet with 3 A4251918186hc:
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Broadcast Packet with 3 A4251218186hc =

5. For unicast setup:
— For SAMR21ZLLEK,
1. Pressing JOYSTICK center button on one node:

UP : 00-42b701 Pressing JOYSTICK center button on one node
DOWN: Change node

2. Pressing Joystick DOWN button selects the next device for unicast if available.
3. Pressing Joystick UP button sends unicast to the selected device and toggles the
second LED on the other node.
— For SAMR21XPRO and OLED1XPRO (or) SAMR30XPRO and OLED1XPRO,
1. Pressing BUTTON1 center on one node:

SWO : Unicast Pressing BUTTON1 center button on one node
BUTTON: Next Node

2. Pressing BUTTON1 selects the next device for unicast if available.
3. Pressing SWO button sends unicast to the selected device.

— This shows how an encrypted unicast packet is transmitted and decrypted by the radio after it
is received. For more details of how MiWi P2P handles encryption, refer to section “Security
Features” in the AN1204 Microchip MiWi P2P Wireless Protocol Application Note.

— If the demo runs on SAM R21 ZLLEK (or) SAM R21 XPRO with ATOLED1-XPRO (or)
SAMR30 XPRO with ATOLED1-XPRO, the total number of transmitted and received messages
are shown on the LCD.

— If hyper terminal is used, on the receiving end (the device that has LED2 toggled), the user can
see the printout of the secured unicast packet source address, signal strength, and the packet
payload. The packet payload must be decrypted by the receiving device. The packet payload is
the one line of bit map of “DE”. Sending unicasts continuously at an interval of two seconds
between each unicast/button press on one end displays the complete bit map of "DE".
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Figure 5-5. Bit Map of DE
| oy CC”'M"'FJ:3!?.45flfl13baud—Ten‘:lTl'ErTn‘n."Tv T _ s Elﬂl-z_hj

File Edit Setup Control

Unicast
Unicast
Unicast
Unicast
Unicast
Unicast

Packet
Packet
Packet
Packet
Packet
Packet

with
with
with
with
with
with

Window Help

2 & ]
: .

6. By default, Network Freezer is enabled in the application. The Network Freezer feature is used to
store critical network information into the non-volatile memory. When the device reboots or power is
rebooted, it restores the persistent data from the non-volatile memory and continues to operate in
the same network with the existing network information.

If the power is rebooted on a node, the following description may be used to restore the persistent
data if available in the node using the Network Freezer.

— After Step 1, the following message is shown on the LCD. The user must press the SW button
within 5 seconds to boot the application from stored network parameters, or the user can press
and hold the SW button immediately after power reboot till the LCD shows the following

message.

Text on LCD Display

SW: Use Nwk Freezer
Press in 5 sec

— If the SW button is pressed within the timeout, the application restores the data from Network
Freezer and the following message is shown on LCD.

Text on LCD Display

Restoring Network !!
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Chat_Demo P2P Reference Application

The chat demoP2P application code focuses on the simplicity of the MiWi DE protocol stack application
programming interfaces. It provides wireless communication between two devices with less than 30 lines
of C code to run the stack in the application layer for both devices. In this application, the following
features of MiWi DE protocol stack are demonstrated:

» Establish a connection automatically between two devices.

* Unicast a packet.
* Apply security to the transmitted packet.

To run the chat demo application, do the following.

1. Program node 1 and node 2 with proper firmware.

2. Power on node 1 and node 2 respectively. A hyper terminal must be opened to monitor firmware
output.

3.  Wait for few seconds, until the first LED on both nodes are powered-up.

4. The user can see the peer device information printed from both the nodes.
Figure 6-1. Node 1

. COMS9:38400baud - Tera Term VT

File Edit Setup Control Window Help

Demo Instruction:

Use Console to Chat with the Peer Device

Connecting to Peer...

My Address: BxBAP42517180186hc PANID: Bx1234 Channel: 22

Connection PeerLongAddress PeerInfo

888425191801 84£F7 aa
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Figure 6-2. Node 2

‘L COM12:38400baud - Tera Term VT

File Edit Setup Control Window Help

Chat Demo

Demo Instruction:

Use Console to Chat with the Peer Device

Connecting to Peer...

My Address: BxB0842517180184f7 PANID: 8x1234 Channel: 22

Connection PeerLongAddress PeerInfo

HAA4251718A186hc ag

K - -

5.  When the devices are connected, start typing and press Enter. For example, type ‘Hello World!" on
node 1 and press Enter. The user can see the entered text on node 2 as follows.
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Figure 6-3.

Node 1

‘L COM9:38400baud - Tera Term VT —

File Edit Setup Control Window Help

Demo Instruction:

Use Console to Chat with the Peer Device

iConnecting to Peer...

My Address: BxBAB42517188186bc PANID: 8x1234 Channel: 22

iConnection PeerLongAddress PeerInfo

HAA42517180184£7 aa
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Figure 6-4. Node 2

COM12:38400baud - Tera Term VT -

File Edit Setup Control Window Help

Demo Instruction:

Use Console to Chat with the Peer Device

Connecting to Peer...

Hy Address: BxBAP42517180184f7 PANID: 8x1234 Channel: 22

PeerLongAddress PeerInfo
APA42519180186hc a9

—— From [B4251918186bc] : Hello World!
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Simple_Example_Star Reference Application

The simple example application code focuses on the simplicity of the MiWi DE protocol stack application
programming interfaces. It provides wireless communication between two devices with less than 30 lines
of C code to run the stack in the application layer for both devices. In this application, the following
features of MiWi DE protocol stack are demonstrated:

» Establish a connection automatically between PAN coordinator and end device.

» Broadcast a packet.

» Unicast a packet from one end device to another end device through PAN coordinator.
* Apply security to the transmitted packet.

By default, the Network Freezer is enabled in the application. The Network Freezer feature is used to
store critical network information into the nonvolatile memory. Star network is supported on three different
Hardware Development Boards and works as described in the following configurations.

Figure 7-1. Star Network Configuration

| /,,O
o ®-.g

To run full-featured Simple_Example_Star application on the SAMR21 XPRO or SAMR30 XPRO, the
user needs to connect the OLED1 Xplained PRO. When the OLED1 Xplained PRO is used along with the
SAMR21 XPRO or SAMR30 XPRO, then the user needs to enable the macro #define

EXT BOARD OLED1 XPLAINED PROin conf board.h file.

Figure 7-2. conf_board.h File

conf_boardh 1 X Solution Explorer
~ == ExsvM\premerge miwi src p pp ple_example_star\samr21_xplained_pro\conf_board.h 6o Q| o-d @ | » ;|
* ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE +1.
Search Solution Bxplorer (Ctrl-+;)
* POSSIBILITY OF SUCH DAMAGE. S

@ Solution 'ARPS_SIMPLE_EXAMPLE_STAR' (1 project)
4 [ APPS_SIMPLE_EXAMPLE STAR

* \asf_license_stop ko
. 54 Dependencies

v v

"y =4 Output Files

b (= Libraries
S#ifndef CONF_BOARD_H_INCLUDED 4 »D S‘ -
#define COMF_BOARD_H_INCLUDED
- H 4 [ config
i i i ) conf board.h
/* Enable if OLED1 Xplained Pro is connected */ 3
" 7 conf_clocksh
#define EXT_BOARD_OLED1_XPLAINED_PRO 1 conf_extinth
. [ conf_hw_timerh
#define COMF_BOARD_ATS6RFX ) conf_nvmh
£} conf sioZhosth
©#if (defined EXT_BOARD_OLED1_XPLAINED_PRO) & conf_spih
D ok ammne

1. Perform the following.

Simple STAR on SAMR21 Node After powering ON the boards, this splash screen
message is displayed on the LCD screen.

Connecting Peer on Channel 25 The LCD screen displays the operating channel.
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........... continued
Connected Peer on Channel 26 Connected to a network. This log does not show
for first device since it starts network when it is
unable to find network to join.
SAM R21 ZLL EK If no network is found, the node creates its own
« PC : SW FUNC to Broadcast network and acts as a Miwi™ PAN coordinator.

SAM R21 XPRO and OLED1XPRO (or) SAM R30
XPRO and OLED1 XPRO

e PC:SW to Broadcast

Connected Peer on Channel 25 If any other MiWi™ PANCO node is found in the
vicinity, then it gets connected to the PAN
coordinator as End Node.

Hyper terminal shows the following on successful connection.

Figure 7-3. Node Starting the Network (PANC)

AAA4251918@1h742 PANID: B@x1234 Channel: 25
PeerLonghddress PeerInfo

Figure 7-4. Node Joining the Network (PANC)

{2 COMO:38400baud - > » - - - i ol S|

Eile Edit Setup Cor

Note: For every 15 seconds, PAN CO broadcasts the connection table to all the end nodes and,
the end nodes send the link status back to PAN CO. After the PAN coordinator has established a
network, power on a second node and follow the instructions in Step 5 to join the PAN coordinator.
This process may be repeated to add any number of Nodes to the network.

2. After getting connected to PAN coordinator, the LCD displays options to unicast a message to
either the PAN coordinator or to an another node in the network.

2.1. For SAMR21ZLLEK:
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Press JoyStick Center to Unicast Pressing joystick center button on one node
UP:00-42b701 me Pressing joystick UP button sends the unicast
DOWN: Change node message

2.2. For SAMR21XPRO and OLED1XPRO (or) SAMR30XPRO and OLED1XPRO:

SWO : Unicast Pressing BUTTON1 displays the next node to
BUTTON: Next Node choose

SW0:02-bc8601-me Pressing SWO button sends unicast to the selected
BUTTON1: Change node device.

3. Pressing joystick DOWN push button on the node on the SAMR21ZLLEK (or) pressing BUTTON 1
on the SAMR21XPRO+OLED1XPRO or SAMR30XPRO+0OLED1XPRO, displays the address of the
next node in the unicast address selection list.

The LCD screen displays the three bytes of the short address followed by “me” keyword indicating
its MAC address in the list, or MAC address of the next node in the unicast address selection list.
Depending on the location within the list, the LCD screen shows one of the following texts:

UP:00-42b701 me SAM R21 ZLL EK
DOWN: Change node

SWO0:02-bc8601-me SAMR21XPRO and OLED1XPRO (or)
BUTTON1: Change node SAMR30XPRO and OLED1XPRO

4. If joystick UP push button on the SAMR21ZLLEK
(or)
SWO button on the SAMR21XPRO and OLED1XPRO (or) SAMR30XPRO and OLED1XPRO is
pressed at the end node, a unicast message is sent to,
« the PAN Coordinator when indicated as, "xx-xxxxxx-me"
(or)

» the destination node when indicated as, "xx-xxxxxx".

After a successful transmission, the TX value is incremented at the source end node. The RX value
is incremented at the destination node (PAN CO) and three bytes of source MAC addresses are

displayed.
TX Messages: 2 In the nodes, LCD displays the number of
RX Messages: 4 transmitted and received messages.
Data Packet from Address:f78401 After one second, the LCD display shows this

message.

5. If Joystick DOWN push button on the SAMR21ZLLEK or BUTTON 1 on the SAMR21XPRO and
OLED1XPRO (or) SAMR30XPRO and OLED1XPRO is pressed at the end node, the LCD displays
the next node available in the connection table.
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UP: 01-XXXXXX
DOWN: Change Node

Note: At the end nodes, UP push button on the SAMR21ZLLEK or SWO button on the
SAMR21XPRO and OLED1XPRO (or) SAMR30XPRO and OLED1XPRO is used to unicast
message to the selected node. DOWN push button on the SAMR21ZLLEK or BUTTON 1 on the
SAMR21XPRO and OLED1XPRO (or) SAMR30XPRO and OLED1XPRO is used to change or
select the other destination node of the unicast message.

6. Press SW button at PAN CO to broadcast message to all the end nodes in the network. The LCD
displays the incremented TX values.
TX: xx , RX: yy

Message Count

Note: When the destination node receives the message from source (end nodes or PAN CO), the
RX value is incremented. The respective nodes display the three bytes of source MAC address
from which they received the message.

7. After few seconds, the display reverts to following messages on the LCD display.

PC : SW FUNC to Broadcast At PAN CO

Press Joystick Center to Unicast At source or destination end nodes

Hyper terminal shows the following upon many broadcasts from the PAN coordinator.

Figure 7-5. Hyper Terminal Output

[.1 com7:38400baud - Tera Term =X

File Edit Setup Control Window Help
Packet with RS51 218186hc: % = & 7 Z 2 "
Packet with RSSI B186bc: 2 2 & ¢ &
Packet with RSSI
Packet with RSSI
Packet with RSSI
Packet with RSSI

|
% i i e J
8. When the device reboots or power is rebooted, it tries to restore the existing data from the
nonvolatile memory and continues to operate in the same network with existing network
information.
After a reboot, perform the following steps using the Network Freezer to restore the existing data in
the node:

— After Step 1, the LCD displays (SW: Use Nwk Freezeer Press in 5 sec)message.
Press the SW button within 5 seconds to boot the application from stored network parameters,
or the user can press and hold the SW button immediately after the power reboot till the LCD
displays the following message.
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Text on LCD Display

SW: Use Nwk Freezer
Press in 5 sec

— If the SW button is pressed within the timeout, the application restores the data from the
Network Freezer and the LCD displays the following message.

Text on LCD Display

Restoring Network !!
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WSN Demo Mesh Reference Application

The WSNDemo application is based on the MiWi API. This application demonstrates the network and
radio frequency performance of the hardware components. This application consists of the embedded
firmware, which supports functions for PAN coordinator, coordinator, end device, GUI visualization
application, and WSNMonitor, which runs on a PC. In the WSNDemo, the nodes communicate based on
a proprietary messaging protocol.

The package includes the WSNMonitor PC application in binary format, and the WSNDemo embedded
application is available in binary format and source code. The source code for the WSNDemo application
can be modified and extended to develop WSN applications for a variety of application scenarios.

The end devices, coordinators, and PAN coordinator devices emulate the sensor data reading for light
and temperature sensors, and forward collected data to the WSNMonitor application for visualization. The
end devices follow a duty cycle to transmit data to the coordinator. Using the serial connection, the PAN
coordinator transmits the received packets, along with its own sensor data (or emulated sensor data), to
the WSNMonitor application. Those transmitted values are displayed on the WSNMonitor panes as
temperature, light, and battery level measurements.

The WSNMonitor also visualizes network topology by drawing a tree of nodes that have joined the
network. For each of the nodes, parameters like node address, node sensor information, and link quality
data are displayed.

* RSSIlindicates a link’s current condition and is measured in dBm. The RSSI resolution is 3 dBm.
» LQl is a numeric parameter defined within the 0 to 255 range, is used to measure the link quality.
Larger values mean to have a better link, while values close to zero indicate a poor connection.

The Network Freezer feature is used to save or store critical network information into the non-volatile
memory. By default, Network Freezer is enabled in WSN Demo application.

When the device reboots, it restores the existing data from the non-volatile memory and continues to
operate in the same network with existing network information.

By default, the sleep feature is enabled in the end device application. Both the MCU and transceiver are
in sleep when the device is idle.

Launching the Demo
Perform the following steps to launch the demo application.

1. Assemble the devices.

2. Program the devices with firmware images. One node must be programmed as PAN coordinator,
and the others as coordinators or end devices.

3. Connect the PAN coordinator node to the PC using the serial interface.

4. Run the WSNMonitor.
Use the following setting for the serial connection of the WSNMonitor:

 BAUD RATE - 38400

* PARITY — None

- DATABITS -8

+ STOPBITS -1

+ FLOW CONTROL - Off (On for the XPRO board)
5. Observe the coordinator node in the WSNMonitor.

© 2019 Microchip Technology Inc. User Guide DS50002850A-page 31



8.2

8.3

Miwi™
WSN Demo Mesh Reference Application

6. Power on the other nodes and observe them displayed in the WSNMonitor.

7. Select any coordinator node and click on the bulb icon next to it, and observe the device blink its
LEDs.
The SW button on the board is used to erase all the existing items in the memory and reset the
device as a factory new device.

Network Startup

The PAN coordinator organizes the wireless network automatically. Upon starting the network, every node
informs the network of its role. When the PAN coordinator is powered on, it switches to an active state
even though no child node is present. This behavior is normal. It indicates that the PAN coordinator is
ready and the child nodes can join the network with the coordinator’s PAN ID. By default, the coordinator
uses PAN ID 0x1234, which is recognized by all the coordinators. The PAN ID can be modified by the
user through the application’s configuration file.

If the PAN coordinator is absent or has not been turned on, the coordinators and end devices remain in
the Network Search mode. In this mode, the coordinators scan the channels specified in the channel
mask in search of a network. By default, the channel mask in the application provided with the release
contains a single channel. On rare occasions, if the frequency corresponding to the radio channel is busy,
the coordinator node may stay in the network search mode. If this happens, it may become necessary to
change the application’s channel mask to select another channel by changing the application’s
configuration file and recompiling the application.

Network health can be monitored through the WSNMonitor application.

WSNMonitor

The WSNMonitor is a PC counterpart to the WSNDemo embedded application. It can be used to display
MiWi mesh network topology and other information about a wireless sensor network. A typical
WSNMonitor screen is shown in the following figure. It contains topology, sensor data, node data panes,
and application toolbars.

The following is a sample topology of MiWi Mesh protocol.
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Figure 8-1. WSNMonitor Showing Topology of MiWi™ Mesh Protocol

< Wstiariter

File Window Help

47 Log Peckels Sedecinode paranslers = [Sekcbinkowen., v
Tode Paranezers Netview

Fwamele Vb

Orpares Nodes | e st
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Hodes: 34 Crpraned:D Conecisd: 24

The topology pane displays the network topology in real time. This helps the user to monitor:
1. the formation of the network,
2. dynamic changes while nodes join,
3. nodes sending data across, or,
4. when nodes leave the network.
The network topology is constructed on the basis of next-hop information for each of the nodes. Each link

is also tipped with RSSI and LQI values. Each of the nodes has an icon, with the node’s address or name
below and sensor readings to the right of the icon, if required by settings.

The sensor data pane displays data coming from onboard sensors of the selected node. It is presented in
graph and table format. Other parameters for each node are available in a table format. The node data
pane includes a sensor selection combo-box, which is used to switch between sensor types.

By default, in the topology pane, nodes are labeled with their short addresses. Double click to assign
another title to any desired node. Press 'Cancel’ to set back the node's title to the short address.
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Figure 8-2. WSNMonitor Window Description
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Modes:29 Orphaned:0 Connected: 29

Identifying Nodes

When the user clicks a node in the topology pane, a button to identify the node appears under the node’s
icon. When the user clicks this button, WSNMonitor sends a command which is delivered to the PAN
coordinator through a serial connection and wirelessly to the target node. After receiving the command,
the target node blinks with its LED for several seconds.

Node Timeouts

The Window/Preferences menu of the WSNMonitor contains a number of parameters that can be used to
control the application. Timeouts are used to tune visualization of the PAN coordinator, the coordinator,
and the end devices when the nodes disappear from the network when a connection is lost, power is
down, or a reset has occurred. A node timeout corresponds to the time the WSNMonitor application waits
for a packet from a particular node before assuming that the node is no longer part of the network.

Note: This value does not correspond to the frequency with which data are transmitted by each type of
the device.

To get smooth topology visualization, it is recommended to set timeouts at 20 seconds for the PAN
coordinator and the coordinator, and 30 seconds for an end device. Assuming a default application
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configuration, these timeouts cover three periods between sending a packet. Therefore, at least three
packets must be lost before a node is removed from the WSNMonitor topology pane.

Figure 8-3. WSNMonitor Preferences Menu

[ |
| &| Preferences
Nod
: Coordinator timeout i
W5NDemo Router timeout -

‘. VWSNDemoNode
End device timeout 30

Apply Drop changes Ok Exit

L8

In WSNMonitor, the PAN coordinator refers to the coordinator, the coordinator refers to the router, and the
end device refers to the end device.

Sensor Data Visualization

Each board sends temperature, light, or battery sensor values (or emulated values) to the PAN
coordinator, which in turn sends it to the PC. The WSNMonitor displays the values from onboard sensors
next to a node icon inside the topology pane. A corresponding option can be selected in the node or link
parameters from the quick settings toolbar.

The user can select any node in the topology pane to monitor the node’s activity and the node data in one
of the following three different forms:

» Text

+ Table

* Chart

The onboard sensor data is displayed next to each node in the topology pane. These values are tipped
with arrows indicating whether the value increased or decreased in relation to the previous sample. A
given node is selected when it is clicked and a dashed frame is visible around it.

The sensor data pane displays the same values. This helps the user to observe how the values change
over a period of time. The sensor data pane includes a sensor selection combo-box. Use the button on
the sensor control toolbar to display the desired types of sensor data.
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OTAU in WSNDemo Mesh Application

Software Prerequisites
1. The Bootloader PC Tool is available in the <ProjectDir>\thirdparty\wireless\miwi
\services\otau\tools directory. For more details on the installation procedure, see 3.5
Installing the Bootloader PC Tool.
2. WiDBGSetup.msiis available in the <ProjectDir>\thirdparty\wireless\miwi\services
\otau\tools directory. For more details on the installation procedure, see 3.6 Installing the
WiDBG Tool.

3. Bootloader files for SAMR21 and SAMR30 are available at <ProjectDir>\thirdparty
\wireless\miwi\services\otau\tools.

OTAU Client

Memory Layout of Client

To upgrade the application from WIiDBG UlI, the serial bootloader in the AVR2054 is modified to support
internal Flash swap functionality. The last page (of size 64 bytes) of Flash is used to store the information
for the bootloader to perform a Flash swap. The following figure displays the memory layout of the client if
the image is stored in the internal Flash.

Figure 9-1. Internal Flash

~

Storage for new image

0x00020000

Active Image

0x00002000

Bootloader

\ / 0x00000000

The user has an option to use external Flash for storing the new image. The SAMR30 Module Xplained
Pro board has AT25DFX041B external Flash. To use the external memory for storing the image, add
symbol OTAU_USE_EXTERNAL_MEMORY in the project configuration as shown in the following
screenshot.
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Figure 9-2. Adding OTAU_USE_EXTERNAL_MEMORY Symbol

Build

Build Events.
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MESH_SECURITY
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& Symbols
& Directories
& Optimization
(& Debugging
= Warnings
(& Miscellaneous
4 [ ARM/GNU Linker
& General
& Libraries
& Optimization
& Memory Settings
7 Miscellansous
4 [ ARM/GNU Assembler
 General

Undefined symbals (-U) Add Defined symbols (-0) EEEIEE

Defined symbols (-D)

OTAU_USE_EXTERNAL_ MEMORY|

& Debugging

2 [ ARM/GNU Preprocessing Assembly
& General
& Symbols

o | o]

& Debugging
4 [ ARM/GNU Archiver

The memory layout is shown in the following figure.
Figure 9-3. Memory Layout

9.2.2

Internal Flash External Flash

) )

Active Image Unused

0x00002000 0x00001000

64KB - Storage for new

image _/

Bootloader

0x00000000 0x00000000

/

Programming Client Firmware

Perform the following steps to program the client firmware.

1.

Select a WSN Demo application with required device type. For more details, see 3. Development
Environment Setup.

Open <ProjectDir>\thirdparty\wireless\miwi\services\pds\src\wl
\linkerscripts\samr2l\gcc\samr2lgl8a flash.1ld.

Modify the memory region of ROM from 0x00000000 to 0x00002000 as:

/* Memory Spaces Definitions */

MEMORY

{

rom (rx) : OROGIN = 0x00002000, LENGTH = 0x00040000
ram (rwx) : OROGIN = 0x20000000, LENGTH = 0x00008000
}

Rebuild the project.
Program the client node with bootloader elf file available in <ProjectDir>\thirdparty
\wireless\miwi\services\otau\tools.

Open the Bootloader PC Tool and configure the serial settings as shown in the following figure.
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Figure 9-4. Bootloader PC Tool Serial Settings
|£| Bootloader_PC_Tool = & 28

Help Window
Connection

Serial

Port |COM1 @

Serial Programming | BitCloud D‘I’AL.I|
Select srec file

imr21_xplained_pro‘as5s_arm'\DebugAPPS_WSHN_DEMO.srec E]
EEPROM (if preseptl

Erase  5if (£ Bxtended par... @

Uploading progre] || Bit rate

Databits 8 -
| stop bits f -
Parity :Nune -
HW conrol :Hardware -

[ Ok ” Cancel

7. Select the APP WSN DEMO. srec file from the project directory which is generated at Step 4, and
click Upload button.

8. To start upload, reset the client node.

9.3 OTAU Server

Note: The PAN coordinator cannot be used as OTAU Server because the PAN coordinator uses the

serial interface to communicate to the WSNMonitor. However, the PAN coordinator can be configured as
OTAU Client.

1. Configure the WSN Demo application as coordinator (see 3. Development Environment Setup).
2. Add the OTAU_SERVER in symbol as shown in the following screenshot.
3. Click OK.
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Figure 9-5. Add Defined Symbols Dialog Box
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4. Compile and program the OTAU server node. When the node joins the network with the available
coordinator, the WSNMonitor is updated as shown in the following figure.

Figure 9-6. OTAU Server Node in WSNMonitor

v

1 & 1
Client-PAN Coordinator-0x0000

(RN
C A
4

Server-Coordinakor-0x0100
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10. Atmel WiDBG for OTAU

When the installation of WiDBGSetup.msi is completed, a shortcut is created on the desktop. Double click
and open the WiDBG.

Figure 10-1. Opening WiDBG Tool

Atmel
WIDBG 1.0 '

Atmel Wireless Debugging Tool ®

Starting up. ..

£ 2015 - All Rights. Resergés

10.1  Starting the Session

This section explains about how to start the session using the WIiDBG tool. Ensure that the server node is
connected to the Host Machine (PC) via USB.

1.  Open the WiDBG application.

2. Choose Settings>Connection.

3. Inthe Settings dialog box, select the desired COM port and click OK to save the settings.
Figure 10-2. Serial Port Settings

Serial Port Settings

Port: Baud Rate: Parity: Databits: Stopbits:
[ "”384{}0 v] lNone vl [8 v] lone vl

OK || Cancel
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4. To connect to the OTAU server, perform the following:

4.1. Choose Session>Connect>Serial Port. When successfully connected, the connection
success status message is displayed.
4.2. Select the desired channel number from the drop-down list.

5. Click Start & to start the debugging session.

10.1.1 Notification Settings
When the session is started, all the OTAU clients start to notify after configuring the notification interval.
This section explains how to configure the notification intervals of the clients.

Depending on the number of client nodes, the user can adjust the interval; therefore, the traffic on the
channel can be minimized for effective debugging during the session. By default, all clients notify the
server every five seconds. This can be changed if the number of nodes is higher.

1. Click the Refresh Notification icon to open the Notify Interval Settings window. The properties are
set as follows:
Figure 10-3. Refresh Notification

- | Refrﬁl_hih Motification | €

Lag

Figure 10-4. Notify Interval Settings for the Client

Motify Interval Settings @
Set notify interval of each node (secs) 10
Jitter Notify Percentage |_J 0%
Maximum Retry Count 0 =
Ul Wait Interval for each node (secs) 50 =
E k‘

— Notify Interval — Client Notify Interval Setting
This is the interval assigned to each client node of the network. When it receives the value
from the tool it starts sending the notification to the user according to the specified interval.

Tip: For example: If 5 clients are connected to the server and the time is set to 10
seconds, then each client will send a notification to WiDBG on the 10th, 20th ... and
so on after it receives the value from tool until we change or stop the session.

— Jitter Notify Percentage — Jitter Notify Percentage Setting
This is the percentage value assigned to each client to randomize the time to avoid the
collision when the other client is notifying at the same time. By default, randomization is not
applied to the clients.

© 2019 Microchip Technology Inc. User Guide DS50002850A-page 41



10.2

Miwi™
Atmel WiDBG for OTAU

Tip: Increase the percentage if the network is large and decrease the percentage if
the network is small.

— Maximum Retry Count — Retry Count Setting
If the natification is not recognized by the tool due to heavy traffic, it forces the client to retry
the notification for specified count value.

— Ul Wait Interval — Ul Wait Interval Setting
The user must set the minimum wait time for the tool to decide a node whether it is active,
using Ul Wait Interval settings from Preferences window.

Tip: The user must set the timing accordingly at Ul Wait Interval based on Notify
Interval Value.
By default, the timing is configured as:

* Notify Interval for Client = 5 seconds

» Ul Wait Interval for WiDBG = 15 seconds

Therefore, the WiDBG waits for 15 seconds which is three times the client notify
interval setting to decide is a node as ACTIVE.

Tip: Users can see the client’s notification by enabling the Enable Client Notification
blink checkbox from Settings>Preferences>Network View Settings. When the Enable
Client Notification blink checkbox is enabled, the node blinks as GREEN color for a
moment when it is responding to the tool.

Figure 10-5. Network View

Preferences

Timing | Metwork View

%Enable Client Motification blink

2. ldentify all the clients using Identify All button.
Click the Blink All icon to blink all the nodes connected to the network. This blinks by toggling its
board LED.

Figure 10-6. Blink All

=P Blink Al
I
Lag’

Main Window

The Main window summarizes nearly all the information of the connected network. When the session is
started, this window provides information on the stability of the system at any time to the user. This
window provides the following information:
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1. Table View
2. Network Topology View
3. Output View

Each view is designed to provide useful information about connected clients. The network view and table
view are interconnected to each other. It gives clarity to the user to perform analyzing tasks on each
node. Also, both the views are lively in nature and reflect the status of nodes immediately with the time
stamp.

Figure 10-7. Main Window

Session  Settings Debug Help

& Start 8 Stop Servernotconnected Channel-11 (0x0B) - Refresh Notification Blink Al Total Nodes : none AtmeL
Server: Na | Search | Save Table
Table View Network View

SNo lastRepo.. Mode  Upgrade Progress ExtendedA.. ShortAddr. PAN-ID NextHop  Device Type  Firm

a I »
Output

The Table View lists all the nodes that are connected to the network. It has useful information about the
node. Each node occupies a row with several columns, as shown in the following screenshot.

Figure 10-8. Table View

SNo LastRepo Mode Upgrade  Progress Extended Address Short Address  Device Type Parent LQI Supported Firmware Firmware v. Board Board versi
1 17.08:53 |APP ¥ |_Upgrade | | 0x1122334455667788 0x1 LWhesh 121 SAMR21XPro 100
2 171140 |ARPP ¥ |_Upgrade ] | 0x4250000005002 0x5002 Router 0x1 228 0x3 LWhesh 121 SAMR21XPro 100
3 171135 |ARPP ¥ |_Upgrade ] | 0x4250000005032 0x5032 Router 0x3019 236 0x3 LWhesh 121 SAMR21XPro 100
4 171136 |ARPP ¥ |_Upgrade ] | 0x4250000005027 0x5027 Router 0x1 220 0x3 LWhesh 121 SAMR21XPro 100
5 171217 |ARPP ¥ |_Upgrade ] | 0x4250000003015 0x3015 Router Oxd 244 0x3 LWhesh 121 SAMR21XPro 100
6 171224 |APP ¥ |_Upgrade ] | 0x4250000005011 0x5011 Router 0x3027 204 0x3 LWhesh 121 SAMR21XPro 100
7 171236 |ARPP ¥ |_Upgrade ] | 0x4250000005016 0x5018 Router 0x301C 172 0x3 LWhesh 121 SAMR21XPro 100
& 171241 |ARPP v [ Upgrsde | | 0x6 0x6 Router 0x5026 244 0x3 LwhMesh 121 RFR2XPra 100
9 17:12:50 |APP || Upgrade ] | Oxd Oxd Router 0x6 240 0%3 LWhMesh 121 RFR2XPro 1.00
10 17:12:59  |APP || Upgrade ] | 0x3 0x3 Router 0x5030 252 0%3 LWhMesh 121 RFR2XPro 1.00
1 17:13:.03 |APP v |_Upgrade ] 0x4250000005018 0x5018 Router 0x1 208 0x3 LWhesh 121 SAMR21XPro 100

Each row is updated when the client sends data to the WiDBG and the last reported time is updated.
Each node supports two operational modes called PHY mode, and APP mode. By default, all the nodes
operate on the APP mode. The user can switch to the PHY mode when the node is not responding to the
tool.

The user can upgrade the node using the upgrade button provided and it displays the live status in the
progress bar, as shown in the following figure. The user can upgrade multiple devices in parallel.
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Figure 10-9. Upgrade Button
* Upgrade Upagrade Progress Extended Address

* | Upgrade | | 0x112233445566..
v| Upgrede NN | (x42500000001EB

* | Upgrade | | Ox42500000001EF
e [ T ]

The other columns explain detailed information about the node.

When any node goes to IDLE or Not-Responding state, the Short-Address column turns to red, indicating
its state.

Figure 10-10. Idle State Indication at Table
d Address Short Address  Device Type

3445566.. 0x0

000001EB  Ox1EB Router
000001EF Ox1EF Router
000001F1 Ox1F1 Router
000001EC  Ox1EC Router
ooooo1ce [NGKIEENN  router
000001F3 0x1F3 Router
000001ED  Ox1ED Router

Saving the Table View
The content of the Table View can be saved as CSV file by using the Save Table icon.

Figure 10-11. Save Table Icon

Server- NA | P4 Search
Table View

Searching the Nodes
To locate the node on a Table and Topology View, the user can search using the node’s addresses.

Click Search, which is available above the Table View.

g
=1

v

Enter the address of the node to be located.

Figure 10-12. Search Icon

Figure 10-13. Searching the Node

425000000502E] Or  Typeit's Short Address here..

4250000005004

4250000005031

® © ¢
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10.2.4 Network Topology View

The network view is an advanced diagrammatic representation provided to the user to view the topology
of the network.

Figure 10-14. Network Topology View

Network View

- — ) - ® & & & & & & & & & & ®&
- - - - — - e e -
o & & & @& - &
- & e -
. L] !+.°

When the session starts, the network view becomes active and starts to populate the view. Each node
joins with its parent and forms the network. It shows the hopping of the network immediately when it
happens in the network. Also, when a node on the table is clicked, its corresponding node in this view
turns orange and the user can zoom in/out or pan the diagram, when the network becomes huge.

Similar to the Table View, this view also actively reflects the node status as red or blue based on the node
state.

Figure 10-15. Idle State Indication at Network View
!

foxoz0)
fosl

oo
fooas!

fooas)
- =

10.2.4.1 Layout Type
The Topology View can be configured as two different layout types.

To set the layout type, navigate to Settings>Preferences>Network View.
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Figure 10-16. Network View

preferences | NG
Timing Metwork View

[ | Enable Client Notification blink

Layout type

@) Tree
Radial

Animate Transitions

Layout Type Setting
e Tree
It is the default layout view when the tool runs for the first time. It populates the view in a tree-like
structure, as shown in the following figure.

Figure 10-17. Tree Layout View

L
& &
-
“® e e

» Radial
It forms the nodes in a circular fashion, as shown in the following figure.
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Figure 10-18. Radial Layout View
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Output View

The Output View is used to understand all the activities happening in the tool. It logs all the information
that the user requested and provides its status or progress. All the success or failure messages can be

seen using this view.

Figure 10-19. Output View

Output
20:36:88 : WiDBG has started collecting data..
28:36:88 : Getting server information...
28:36:88 : Server : 8x1122334455667788 has responded.
20:36:088 : Waiting for the client nodes from Channel-21 (8x15)
28:36:88 : Please wait...
28:36:18 : Node : Bx42588888881F1 has joined the network
28:36:11 : Node : Bx42588888881F2 has joined the network
28:36:11 : Node : Bx42588888881F4 has joined the network
28:36:11 : Node : Bx42588888881EF has joined the network
28:36:11 : Node : Bx42588888881EE has joined the network
28:36:12 : Node : Bx42588888881F3 has joined the network
28:36:12 : Node : Bx42588888881EB has joined the network
28:36:12 : Node : Bx42588888881F8 has joined the network
28:36:12 : Node : 8x42588888881ED has joined the network
28:36:12 : Node : 8x42588888881EC has joined the network
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10.3 Upgrading the Node
A node can be upgraded using the Table View. To upgrade a node, perform the following steps.

* Right-click on the row and click Get Information as shown in the following screenshot. This provides
the tool information about the firmware version which is currently running on the node.

Figure 10-20. Get the Firmware and Board Information

Ox42500000001EF Ox1EF Router
0x425000000 [dentity uter
oxé250000000  OEtInfermation L\SJ uter
0x425000000 Debug uter
M A250NNNNNNT FM Mw1EM Rrnitar
The server node asks the client node about its version details and populates it on the respective

columns.
» Click the Upgrade button of the corresponding node.
Figure 10-21. Upgrading the Respective Node

Upgrade
Upgrad
Upgrade

+ Click the Browse button and select the HEX file from the list.
Details about the HEX file can be sent to the client using the following configuration. The same can
be modified in otauClientInfoIndication t clientInfoin client notify.c of the client
project to see the upgraded image information after upgrading.

Figure 10-22. Selecting the HEX File and Entering the Firmware Details

| Select File and Upgrade— y @

Select

Select the File for Upgrade

Enter Details about the File

Firmware Your Stack Mame
Firmware version Your Stack version
Board Atmel Board Name
Board version Atmel Board Version

Note: The details about the HEX file on each field must not exceed the length of
client information sequence of the user config.xml file.
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+ Click OK. The upgrade begins and progress bar starts to increase when the client receives the hex
file data.
The upgrade data is sent to the client for every 1000 milliseconds by default.

To modify this interval, open the Preferences window from Settings menu and change the Client
Response Interval under the Timing tab.
Figure 10-23. Setting the Client Response Interval to Upgrade

— 1)
Preferences . i NN B

Timing |NeMorkView|

Timing Configuration

Motification (secs)

UI ' Wait Interval 50 =

Upgrade l
Client Response Interval (msecs) 1000 =
Ul Wait Interval (secs) 5 =

» If no response is received from the client, the tool stops the upgrade process after a predefined time
period. This can be configured using the Ul Wait Interval value in the Upgrade section of the
Preferences window.

Figure 10-24. Setting the Ul Wait Interval to Upgrade

Upgrade
Client Response Interval (msecs) 1000 =
Ul Wait Interval (secs) 5 =

*  When the full image is sent to the client, it is ready to switch the image as per the new image file. The
user can switch to the new image as required.
Figure 10-25. Switching to a New Image

Upgrade || .
—
U

pgrade |

Click Switch to write into its Flash memory by the client and restarts as per the new image file
selected during this process.

When the image is successfully switched, a pop-up notification about the upgrade status is displayed
as shown in the following screenshot.
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Figure 10-26. Upgrade Completed Status Window

Upgrade Completed for Node 0x42500000001EF
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The Microchip Web Site

Microchip provides online support via our web site at http://www.microchip.com/. This web site is used as
a means to make files and information easily available to customers. Accessible by using your favorite
Internet browser, the web site contains the following information:

* Product Support — Data sheets and errata, application notes and sample programs, design
resources, user’s guides and hardware support documents, latest software releases and archived
software

* General Technical Support — Frequently Asked Questions (FAQ), technical support requests, online
discussion groups, Microchip consultant program member listing

» Business of Microchip — Product selector and ordering guides, latest Microchip press releases,
listing of seminars and events, listings of Microchip sales offices, distributors and factory
representatives

Customer Change Notification Service

Microchip’s customer notification service helps keep customers current on Microchip products.
Subscribers will receive e-mail notification whenever there are changes, updates, revisions or errata
related to a specified product family or development tool of interest.

To register, access the Microchip web site at http://www.microchip.com/. Under “Support”, click on
“Customer Change Notification” and follow the registration instructions.

Customer Support

Users of Microchip products can receive assistance through several channels:

» Distributor or Representative
* Local Sales Office
» Field Application Engineer (FAE)
» Technical Support
Customers should contact their distributor, representative or Field Application Engineer (FAE) for support.

Local sales offices are also available to help customers. A listing of sales offices and locations is included
in the back of this document.

Technical support is available through the web site at: http://www.microchip.com/support

Microchip Devices Code Protection Feature

Note the following details of the code protection feature on Microchip devices:

» Microchip products meet the specification contained in their particular Microchip Data Sheet.

» Microchip believes that its family of products is one of the most secure families of its kind on the
market today, when used in the intended manner and under normal conditions.

» There are dishonest and possibly illegal methods used to breach the code protection feature. All of
these methods, to our knowledge, require using the Microchip products in a manner outside the
operating specifications contained in Microchip’s Data Sheets. Most likely, the person doing so is
engaged in theft of intellectual property.

» Microchip is willing to work with the customer who is concerned about the integrity of their code.
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* Neither Microchip nor any other semiconductor manufacturer can guarantee the security of their
code. Code protection does not mean that we are guaranteeing the product as “unbreakable.”

Code protection is constantly evolving. We at Microchip are committed to continuously improving the
code protection features of our products. Attempts to break Microchip’s code protection feature may be a
violation of the Digital Millennium Copyright Act. If such acts allow unauthorized access to your software
or other copyrighted work, you may have a right to sue for relief under that Act.

Legal Notice

Information contained in this publication regarding device applications and the like is provided only for
your convenience and may be superseded by updates. It is your responsibility to ensure that your
application meets with your specifications. MICROCHIP MAKES NO REPRESENTATIONS OR
WARRANTIES OF ANY KIND WHETHER EXPRESS OR IMPLIED, WRITTEN OR ORAL, STATUTORY
OR OTHERWISE, RELATED TO THE INFORMATION, INCLUDING BUT NOT LIMITED TO ITS
CONDITION, QUALITY, PERFORMANCE, MERCHANTABILITY OR FITNESS FOR PURPOSE.
Microchip disclaims all liability arising from this information and its use. Use of Microchip devices in life
support and/or safety applications is entirely at the buyer’s risk, and the buyer agrees to defend,
indemnify and hold harmless Microchip from any and all damages, claims, suits, or expenses resulting
from such use. No licenses are conveyed, implicitly or otherwise, under any Microchip intellectual
property rights unless otherwise stated.

Trademarks

The Microchip name and logo, the Microchip logo, AnyRate, AVR, AVR logo, AVR Freaks, BitCloud,
chipKIT, chipKIT logo, CryptoMemory, CryptoRF, dsPIC, FlashFlex, flexPWR, Heldo, JukeBlox, KeelLoq,
Kleer, LANCheck, LINK MD, maXStylus, maXTouch, MediaLB, megaAVR, MOST, MOST logo, MPLAB,
OptoLyzer, PIC, picoPower, PICSTART, PIC32 logo, Prochip Designer, QTouch, SAM-BA, SpyNIC, SST,
SST Logo, SuperFlash, tinyAVR, UNI/O, and XMEGA are registered trademarks of Microchip Technology
Incorporated in the U.S.A. and other countries.

ClockWorks, The Embedded Control Solutions Company, EtherSynch, Hyper Speed Control, HyperLight
Load, IntelliMOS, mTouch, Precision Edge, and Quiet-Wire are registered trademarks of Microchip
Technology Incorporated in the U.S.A.

Adjacent Key Suppression, AKS, Analog-for-the-Digital Age, Any Capacitor, Anyln, AnyOut, BodyCom,
CodeGuard, CryptoAuthentication, CryptoAutomotive, CryptoCompanion, CryptoController, dsPICDEM,
dsPICDEM.net, Dynamic Average Matching, DAM, ECAN, EtherGREEN, In-Circuit Serial Programming,
ICSP, INICnet, Inter-Chip Connectivity, JitterBlocker, KleerNet, KleerNet logo, memBrain, Mindi, MiWi,
motorBench, MPASM, MPF, MPLAB Certified logo, MPLIB, MPLINK, MultiTRAK, NetDetach, Omniscient
Code Generation, PICDEM, PICDEM.net, PICkit, PICtail, PowerSmart, PureSilicon, QMatrix, REAL ICE,
Ripple Blocker, SAM-ICE, Serial Quad I/0, SMART-L.S., SQI, SuperSwitcher, SuperSwitcher I, Total
Endurance, TSHARC, USBCheck, VariSense, ViewSpan, WiperLock, Wireless DNA, and ZENA are
trademarks of Microchip Technology Incorporated in the U.S.A. and other countries.

SQTP is a service mark of Microchip Technology Incorporated in the U.S.A.
Silicon Storage Technology is a registered trademark of Microchip Technology Inc. in other countries.

GestIC is a registered trademark of Microchip Technology Germany Il GmbH & Co. KG, a subsidiary of
Microchip Technology Inc., in other countries.

All other trademarks mentioned herein are property of their respective companies.
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Quality Management System Certified by DNV

ISO/TS 16949

Microchip received ISO/TS-16949:2009 certification for its worldwide headquarters, design and wafer
fabrication facilities in Chandler and Tempe, Arizona; Gresham, Oregon and design centers in California
and India. The Company’s quality system processes and procedures are for its PIC® MCUs and dsPIC®
DSCs, KEELOQ® code hopping devices, Serial EEPROMSs, microperipherals, nonvolatile memory and
analog products. In addition, Microchip’s quality system for the design and manufacture of development
systems is ISO 9001:2000 certified.
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China - Suzhou

Tel: 86-186-6233-1526
China - Wuhan
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China - Xian

Tel: 86-29-8833-7252
China - Xiamen
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China - Zhuhai

Tel: 86-756-3210040
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Tel: 82-2-554-7200
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Tel: 63-2-634-9065
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Tel: 65-6334-8870
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Tel: 886-3-577-8366
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Tel: 886-7-213-7830
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Tel: 43-7242-2244-39
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Tel: 45-4450-2828
Fax: 45-4485-2829
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Tel: 358-9-4520-820
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Fax: 33-1-69-30-90-79
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Tel: 49-8931-9700
Germany - Haan

Tel: 49-2129-3766400
Germany - Heilbronn
Tel: 49-7131-67-3636
Germany - Karlsruhe
Tel: 49-721-625370
Germany - Munich
Tel: 49-89-627-144-0
Fax: 49-89-627-144-44
Germany - Rosenheim
Tel: 49-8031-354-560
Israel - Ra’anana

Tel: 972-9-744-7705
Italy - Milan

Tel: 39-0331-742611
Fax: 39-0331-466781
Italy - Padova

Tel: 39-049-7625286
Netherlands - Drunen
Tel: 31-416-690399
Fax: 31-416-690340
Norway - Trondheim
Tel: 47-72884388
Poland - Warsaw

Tel: 48-22-3325737
Romania - Bucharest
Tel: 40-21-407-87-50
Spain - Madrid

Tel: 34-91-708-08-90
Fax: 34-91-708-08-91
Sweden - Gothenberg
Tel: 46-31-704-60-40
Sweden - Stockholm
Tel: 46-8-5090-4654
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Tel: 44-118-921-5800
Fax: 44-118-921-5820
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